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Attentions

1. Please keep devices away from strong magnetic field, high

temperature, wet environment;

Away from Away from Prevent
magnetic field high-temp moisture

2. Please do not fall the device to the ground or make them get hard

impact;

¢

Handle
with care

3. Please do not use wet cloth or volatile reagent to wipe the device;

"y

Wipe
with care

4. Please do not disassemble the devices.
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Chapter 1 Summary

The IP Interface with Secure and Cloud is designed for an intelligent building control system, which
is used for facilitating communication between the Ethernet network and the KNX system. KNX

telegram can be sent to or received from other devices via the network.
The device supports the KNX Secure protocol (KNXnet/IP Security).

The device serves as an interface between KNX installations and IP networks, and can configure,
parameterize and commission the KNX installation as well as group monitoring via the LAN using the

ETS software.

For operation an additional 12~30V DC supply is necessary. The bus connection and auxiliary

power supply connection are carried out via using KNX bus connection terminals

The device adopts an Ethernet RJ45 interface to connect with LAN network. The network interface

can be operated with a transmission speed of 10/100Mbit/s Auto Sensing.

The IP address of the device can be fixed or can be received from a DHCP server. If you need to
remain the IP address static or here no DHCP server on the network, you can assign a fixed |P address

to the device via ETS.

It can support the UDP/TCP telegram and the port number 3671, and support up to 5 KNX IP client

connections, please refer to chapter 3.3.

This product is not only supported to the basic functions, but also remote debug function, which is
related to a website access via “KNX Engineering Assistant Management Platform” and connection
management via KNX project assistant software. KNX Engineering Assistant Management Platform is a
Web configuration and is used for enterprise management, engineer management and device
management. KNX Project Assistant is a PC configuration and is used for remotely connecting and
debugging projects.

It is able to use the Engineering Tool Software ETS (ETS5 or later) with a .knxprod file to allocate

the physical address and set the parameter.

It is a modular installation device. It can be installed in the distribution board on 35mm mounting

rails according to EN 60 715.

This manual provides detail technical information on the function as well as assembly and

programming of the device for users, and the operation and usage of KNX Engineering Assistant

1
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Management Platform and KNX Project Assistant, and explains how to use the interface device by the

application examples.

Note: The device does not support programming itself using an IP tunneling connection, but

it can be programmed via a broadcast connection (Realtek PCle GBE Family Controller).

The device also does not support bus monitoring.

Current Interface
s KNKUSB Interface (Video-Star)
Individual Address: 11.255
4 Configured Interfaces 4= Add X Import.. K Export..
b FEE 0.0.0.0:3671
4 Discovered Interfaces
1.1.0 GDF407 IPRouter 192.168.127.33:3671 1C:87:76:91:109D
1120 1P Secure-F303 192.168.194.84:3671 1C:87:7691:109F

15.15.254 PPInterface Secure-xp 192.168.194.166:3671 1C:87:76:91:10:85

KNX USB Interface (Video-Star)

b
&
ﬁ_j'.\
& KNX USB Interface (Video-Star)
=

| Realtek PCle GBE Family Controller 224.0.23.12 I 40:8D:5C:9A10:E7
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Chapter 2 Technical Data

Power supply

Operation voltage
Current consumption
Power consumption
Auxiliary voltage
Auxiliary current

Auxiliary power consumption

21-30V DC, via the KNX bus
<S5mA, 24V; <4mA, 30V
<120mwW

12-30V DC

<60mA, 24V; <50mA, 30V
<1.5W

Connections

KNX

Via bus connection terminal (red/black)

Auxiliary supply

LAN

Via bus connection terminal (yellow/white)

RJ45 socket for10/100Base-T, IEEE 802.3 network,
Auto Sensing

Operating and
display

Programming LED and

button
Cloud button

For assignment of the physical address

Press to disable/Enable ETS commissioning via cloud

LAN LED Always ON: enable ETS commissioning via cloud
Single flashing: disable ETS commissioning via cloud
Double flashing: abnormal connection to cloud
OFF: unconnected or abnormal Network
KNX LED Flashing: the application layer running normally
OFF: the application layer running abnormal
Temperature Operation -5°C..+45°C
Storage -25°C..+55°C
Transport -25°C...+70°C
Ambient Humidity <93%, except condensation
Design Modular installation device, on 35mm mounting rail

Dimensions

36 mMmx*x90 mmx64mm

Weight

0.1KG

Housing

Plastic housing, Beige

Application program

Max. number of
communication objects

Max. number of
associations

Max. number of
group address

IP Interface with Secure 0

0 0
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Chapter 3 Dimension and Connection Diagram

3.1. Dimension diagram

~— 36.0 mm —»
V 7 A
@)
: :
@) o
oS
@
O O
-4 =4+
T
lo o |llo o
1 ] 1

3.2. Connection diagram

— 64.0 mm ———»

(D Cloud button: Press to disable/Enable ETS
commissioning via cloud

(@ LAN LED:

Always ON-enable ETS commissioning via cloud

Single flashing-disable ETS commissioning via cloud
Double flashing-abnormal connection to cloud
OFF-unconnected or abnormal Network

(3) KNXLED:

Flashing-the application layer running normally

OFF-the application layer running abnormal

(®) Auxiliary power supply connection

(5) LAN connection

(6) Programming LED, red LED ON for assignment of
physical address

(1) Programming button, to enter or exit the physical
address programming mode

Reset the device to the factory configuration: press
the programming button and hold for 4 seconds
then release, repeat the operation for 4 times, and
the interval between each operation is less than 3
seconds

KNX bus connection terminal
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Chapter 4 Parameter setting description in the ETS
4.1. Parameter window “General”
Parameter window “General” is shown in fig. 4.1.1. The device information,including company name,
project name,DNS server can be set here.
-.-.- [P Interface with Secure > General
General Company Name
Project Name

DMS server 192,198.1.1

IP Settings
Configuration in ETS windows -»Properties <-
Device name: Device --» Properties --» Settings --> Name

IP addresses: Device --> Properties --> IP

Fig 4.1.1 “General” parameter window

This parameter is used to set the company name the device belongs to. Maximum 30 characters

can be input.

This parameter is used to set the project name the device belongs to. Maximum 30 characters can

be input.
Note: the project name needs to be consistent with the enterprise name in KNX Engineering
Assistant Management Platform, for device to be automatically associated with this project. You

can find this device from bound devices of this project in KNX Engineering Assistant

Management Platform.

This parameter is used to set the DNS server address.

Configuration in ETS windows-->Properties
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Configure the IP parameters of the IP device in the properties window of ETS.
Device name: Device-->Properties-->Settings-->Name

The device name can be entered in the Settings Properties window. The device name loaded into
the device can be changed in the Name field, as shown in Figure 4.1.2 below.

The device name is used for identification of the device on the LAN. For example, the installation
location can be identified by the names assigned to the devices, e.g. IP interface, hall, etc

Note: Only the first 30 characters of the device name are loaded into the device; the rest is

truncated.

£u Properties

l = - o

Settings Comments  Informati...

Gl

Name

Interface with SE%
Individusk Addeess—

Description

Last Modified 2022/5/16 16:44
Last Downloaded -

Serial Number

Secure Commissioning
@ Activated =

BE Add Device Certificate
Secure Tunneling
Deactivated

Status

Unknown -

Fig. 4.1.2 Settings
IP addresses: Device-->Properties-->IP

The IP address can be defined in the IP Properties window, as shown in Figure 4.1.3 below.
The following options are available for setting the IP address:

Options:
Obtain an IP address automatically

Use a static IP address
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il Properties > £ Properties >
B L l__l/‘l @ e _ g‘ @
Settings P Commen... Informat... Settings 1P Commen... Informat...
(O Obtain an IP address automatically | Obtain an IP address automatically
Use & static IP address ) Use a static IP address
MAC Address IP Address
Unknown 255.355.255.255
Multicast Address Subnet Mask
22402312 255 255255255
W Commissioning Password Default Gateway
Q5:3e"Yp 255.255.255.255
: MAC Address
W Authentication Cade Unknown
J5q5<5,G Multicast Address
22402312
' Commissioning Password
Q9:3e"Yp
' Authentication Code
j5ga<5G
Fig. 4.1.3 IP

Obtain an IP address automatically: In the default setting the IP Interface with Secure expects the
assignment of an IP address by a DHCP (dynamic host configuration protocol) server. This server
responds to a request by assigning a free IP address to the device. If a DHCP server is not available in
the network, the device will be inaccessible.

Use a static IP address: If no DHCP server is installed on the network or if the IP address should
remain the same, it can be assigned as static. When assigning static IP addresses, ensure that each
device receives a different IP address, and also configure the matching subnet mask and default
gateway.

The MAC address is read from the device after a download

The multicast address is only displayed here, 224.0.23.12, it can not be changed.

The commissioning password and the authentication code are only visible when KNX Secure is

activated, and are required for IP tunneling connections.
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4.2. Use of the integrated tunneling servers

The IP Interface with Secure offers 5 additional physical addresses, which can be used for a
tunneling connection, shown in fig. 4.2.1. These so-called tunneling servers can be used with the ETS as
a programming interface or with another visual display client, with smartphone, with tablet, with bus tool
etc.

4 "W 111 1P Interface with Secure

el 1.1.2 IP Interface 1
el 1.1.3 IP Interface 2
el 1.1.4 IP Interface 3
el 1.1.5 IP Interface 4
el 1.1.6 IP Interface 5

Fig.4.2.1 Tunneling
The physical address of each tunneling connection can be changed in the setting property window,

and their physical addresses must fit the topology.

In ETS, the first five free addresses in the line are assigned automatically after the device has been

inserted into a line. This is a property of the ETS and cannot be changed.
The addresses will be available in the device after the first download.

If this is not desired, the setting can be changed manually in the Properties window via activated the
Park, shown in fig. 4.2.2. This tunnel will receive the address 15.15.255 after download. If the option
Park is selected for all tunneling servers, all tunneling servers will be assigned the address 15.15.255.

( 15.15.255 is the default address for devices with no physical address assigned)

|>,g@

o

¥ Delete ¥ Download | ~ n Highlight Changes DCefau = Settings ~ Comm..  Inform..
i x Name

] Devices 1.1.1 IP Interface with Secure > General

5 Dynamic Folders IP Interface 1
4 'ﬁ 1.1.1 IP Interface with Secure General Company Name

41 e .

I 112IP Interface 1 Biijeliiene

b 1,13 IP Interface 2 Description

ol 114 1P Interface 3

ok 1.1.5 IP Interface 4 DNS server 192.198.1.1

e 1.161P Interface 5

Fig.4.2.2 Setting - Park

In addition, the tunneling servers can also be encrypted with KNX Secure. First activate Secure
Commissioning, and then activate Secure Tunneling, as shown in Figure 4.2.3. After activating Secure
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Tunneling, the password for each Tunneling connection can be set in ETS, as shown in Figure 4.2.4,

and users can change this password as needed.

e ~ 0 BB a -
e o B O @
| 5 b

Add Devices ¥ Delete ¥ Download | = Help  #® Highlight Changes De

dd De b Setti. Com.__. Infor.
IE Llceioes 1.1.1 IP Interface with Secure > General Nans

= Dynamic Folders Ip Interface with Sscun
General Company Name Individual Address

o 1.1.21P Interface 1 Project Name 11 i Park

&b 1.1.3 1P Interface 2 Description

bk 1.141P Interface 3

L 1.1.5 1P Interface 4 DNS server 192.198.1.1

bk 1.161P Interface 5

1P Settings Last Modified ~ 2022/6/20 10:38

Last Downloaded -

Configuration in ETS windows ->Properties<-
Serial Mumber

Device name: Device —> Properties --» Settings --» Name
S BdeORRILS]
W Activated ]_

oz

B Add Device Certificate

1P addresses: Device —» Properties > IP £ Qaing

Secure Tunneling
:
Status

Unknown -

Fig.4.2.3 Setting - Secure activated
Devices ~ 1= ,j} g @

Add Devices X Delete ¥ Download | Hel @ Highlight Changes Default Para s Settings Comme...  Informa...
E Devices 1.1.1 IP Interface with Secure > General i
= Dynamic Folders IP Interface 1
4 'ﬁ 1.1.1IP Interface with Secure General Company Name Individual Address
ki 11.2 1P Interface 1 BicieEE NG 11 E = Pari
s 1,13 1P Interface 2 Description
el 11417 Interface 3
b 115 1P Tnterface 4 DNS server 192.198.1.1
ki 1161P Interface 5
IP Settings Password
Configuration in ETS windows - Properties<-

Fig.4.2.4 Setting - tunneling password
If a project password is not assigned to the project, ETS will prompt to assign a project password
when activate Secure Commissioning , as shown in Figure 4.2.5 below. In other words, you must set a
project password for the project, otherwise the Secure Commissioning cannot be activated.

Set Project Password

To ensure secure communication, you must provide your
project with a password so the stored keys in the project are
protected. Select Cancel to use not security at the IP Backbone
in this project,

A good password should consist of at least eight characters,
at least one number, one uppercase letter, one lowercase
letter, and have a special character.

Mew Password

|| =

Confirm Password

Cancel

Fig.4.2.5 Set project password
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4.3. KNX Secure

The IP Interface with Secure is a KNX device according to the KNX Secure standard. In other words,
the device can run in secure mode, and the tunneling connection are encrypted.
Therefore, the following information must be taken into account during device commissioning:
X It is essential to assign a project password as soon as a KNX Secure device is imported into a

project. This will protect the project against unauthorized access.

The password must be kept in a safe place - access to the project is not possible without it

(not even the KNX Association or device manufacturer will be able to access it)!
Without the project password, the commissioning key will not be able to be imported.

< A commissioning key is required when commissioning a KNX Secure device (first download).
This key (FDSK = Factory Default Setup Key) is included on a sticker on the side of the device, and it
must be imported into the ETS prior to the first download.

<~ On the first download of the device, a window pops up in the ETS to prompt the user to enter
the key, as shown in Figure 4.3.1 below. The certificate can also be read from the device using a QR

scanner (recommended).

E%E! Add Device Certificate
= e

This device is configured for secure commissioning but its device certificate is missing.
If you do not have access to this information now, you can either skip the download or
deactivate secure commissioning by selecting "Plain”,

1 Nocamera found!

Plain Skip download | |

Fig.4.3.1 Add Device Certificate window

< Alternatively, the certificates of all Secure devices can be entered in the ETS beforehand. This

is done on the “Security” tab on the project overview page, as shown in Figure 4.3.2 below.

The certificates can be also added to the selected device in the project, as shown in Figure 4.3.3.

10
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Overview Settings

Bus Catalogs
PI’OJECIS ':\rc h““’e ETS :H:‘de TeS‘t Secure demo Import Date: 2022/4/27 1649 Last Modified: 2022/5/26 13:5%
+741 4 Details Project Log Project Files
Name Last b
Test Secure demo 2024 Export
Test Project Push button senser Plus with Secure 2022/
2022/ Device Certificates
2022/ e
2022/ Serial Number «  Factory Key (FDSK) Device
KNX Smart Touch with push button, 3-gang_V1.1 2002/ 0083:25110029  1B188D0478CCA07ELCTHEFOABBEG94BE 1.1.1 IP Interface with Secure

Fig. 4.3.2 Add Device Certificate in overview

XK Delete t Download | =

@ Highlight Changes
@ Devices

& Dynamic Folders
iﬁ’ L.1.1IP Interface with Secure

» P 11.8 Push button sensar Plus...

1/2/3/4gang > KNX Secure

KNX Secure

1.1.8 Push button sensor Plus with Secure,

KNX Data Secure

far 3o x

i

Settings

CJ

Comments

o

Information

Name

Individual Address

11 f: Park
Description
General setting @ KX Data Sec
unauthorised
installation.
Temperature measurement -
ETS can active
Rocker 1 o Last Modified ~ 2022/5/26 13:52
Rocker 2 Device certificate Rt Midtmiosded
Serial Number 0085:25090002
(i ] The device ce
Rocker 3 ecurity functit¥  Secure Commissioning
< »
= . Activated
Group Objects Channels Parameters
Diagnostics ~ A O .. Add Device Certificate I
Status
= Monitor T ot Unknown

Fig. 4.3.3 Add Device Certificate in project

<~ A FDSK sticker is applied on the device.

Without the FDSK, it will no longer be possible to operate the device in KNX Secure mode

after a reset.

The FDSK is required only for initial commissioning. After entering the initial FDSK, the ETS will

assign a new key, as shown in Figure 4.3.4 below.

The FDSK will be required again only if the device was reset to its factory settings (e.g. If the device

is to be used in a different ETS project).

11
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EESE 1 dding Device Certificate - ‘ ]‘
i g Device t T
s U0 o
This device supports secure commissioning. ) - '_ i \ s B
Ir::\:\u have the certificate of the device available, you can scan the QR cade or enter it ‘ i E FDSK i Baas ¥ 251 13@29
| BEIRCY ACCSKE-IAFENR-
R — AR RDIEPD-GER7Q4-
ACCSKE - IAFENR - RDIEPD - GEATQ4 - O2HWO  Je6sss] |+ DEHVVG"EGSSS?
Serial Number 008525110029
FactoryKey ~ 18188D0478CCADTELCT6EF5ABSE6348E
oK Cancel
Fig. 4.3.4 Adding Device Certificate window
Example:

If this application in the project needs to be tried with another device, it is no longer the original
device. When the application is downloaded to a new device, the following prompt will appear on the left
of figure 4.3.5, click yes, the Add Device Certificate window will appear, then enter the initial FDSK of the
new device, and you need to reset the device to the factory settings (it is not required if the device is still
factory default; If it has been used, it will be required to reset, otherwise the following error message will

appear on the right of figure 4.3.5), and then the device can be successfully downloaded again.

1.1.8 Push button sensor Plus with Sec...
Device is secured with a key not known..,

Pl If you are sure you opened the correct...
o vownioad you can get access again by performin..,

ownload{All): Failed

Drevice is secured with a key not
known within this pr

The device in the programming mode is not  ~
the same as the device previously
programmed with address 1.1.8. If the device

d
you can get access again by

performing a factory reset on

cec

the device according to the

Ves N preduct documentation

(5]

E

Fig. 4.3.5 Example

Whether the device is replaced in the same project, or the device is replaced in a different project,

the processing is similar: Reset the device to the factory settings, then reassign the FDSK.

After the device is downloaded successfully, the label Add Device Certificate turns gray, indicating

that the key for this device has been assigned successfully, as shown in Figure 4.3.6 below.

12
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Secure Commissioning

W Activated b

Secure Tunneling

Deactivated -

Status

Fig. 4.3.6

ETS generates and manages keys:

Keys and passwords can be exported as needed to the use of security keys outside of the

associated ETS projects, e.g. if a client would like to access one of the tunnels. As shown in Figure 4.3.7

below, the file extension is .knxkeys.

Test Secure demo Import Date: 2022/4/27 16:49  Last Mc

Details Security Project Log Project Files
Export
I I Export Keyring
Device Certificates
=+ Add
Serial Number *  Factory Key (FDSK) Device

0085:25090001 F25370641BECLAAFFOT3TBDEOFOB2CEE
0085:25090002 65175BEDTABE206A368ABE2A64B9350C 1.1.8 Push button sensor Plus with Secure, 1/2/3/4gang

0085:25110029 1818300478CCA0TELCTEEFOABRERCAEE  LL1IP Interface with Secure

Fig. 4.3.7

ETS with IP connection example:

The whole process is shown in Figure 4.3.8 below. Select the IP Interface device, select one of the
Tunneling (such as physical address 1.1.2), click “Test”, the commissioning password and
authentication code input window will pop up (the password and authentication code can be viewed in
the device property window in the project), enter the password and authentication code. After click “OK”,

the word OK will appear next to the “Test” button, and then click “Select” to connect.

13
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Current Interface @ L 1P Tunneling
1.1.1 IP Interface with Secure N
Individual Address: ? e
IP Interface with Secure

4 Configured Interfaces 4 Add & import. X Export.
Host Individual Address

L oFEE 0.0.0.0:3671 114
4 Discovered Interfaces Indtciual adrese
=
s 110 GDF407 [PRouter 192,168.127.333671 1C:87:76:91:10:9D
IP Address
s 151521P Interface Secure N 148/23  192.168,195.87:3671 O00:0EBC:00BSFE
192.168.192.241
Port
& KNX USE Interface (Video-Star) S
& KNX USE Interface (Video-Star) SRR
B Realtek PCle GBE Family Controller  224.023.12 40:8D:5COAL0ET 1CETTEITAMAD

Properties
G L @
Settings P Comme... Informa.

l _ Obtain an IP address automatically

: 2 a : Q© Use a static IP address
This connection is secured
Please enter the login data: Fncuodist : 1P Address
Commis 192168192241
Subnet Mask
Authentication Cade (optional) - 2an 2052480
ascxnbt D) Default Gateway
1921681922
MAC Address
1CB7T6:91:10:40
Multicast Address
29402312

. Commissioning Password

Good
W Authentication Code

Current Interface @ <& 1P Tunneling

Name

IP Interface with Secure

< Configured Interfaces = Add K import.. A Bxport..

Host Individual Address

b FEE 0.0.0.0:3671 111
4 Discovered Interfaces Individual Address
112 Address free? |
b 11,0 GDFA07 IPRouter 192168.127333671 1C87:76:91:10:9D
1P Address
L 151521P Interface Secure N L. 192.168.19587:3671 000ESC:0083:F8
192.168.192.241
b 111MPInterface with Secure  192.168.192.241:36.. 1C:8776:91:10:40
Port
& KNX USB Interface (Video-Star) Tt
@& KNX USB Interface (Video-Star)
MAC Address
B3 Realtek PCle GBE Family Contro.. 22402312 408D5CIAI0ET 1C:877691:10:A0

/ Test

Fig. 4.3.8 IP tunneling connection
In Figure 4.3.8, if Secure Tunneling is not activated, , the commissioning password and

authentication code are not required when the device is connected as an interface; if Secure Tunneling

14
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is activated, ETS will prompt you to enter the commissioning password and authentication code when

connecting.

The IP Interface can be reset to its factory settings if necessary, see chapter 5, Factory setting

Note: Any USB interface used for programming a KNX Secure device must support “long

frames”. Otherwise ETS will report a download failure information, as shown below.

1.1.1 IP Interface with Secure

The requested operation requires that the local interface, the remote
device and any couplers in between support long frames.

Connection: K-BUS USE Interface(RF} (Video-5tar)

Start: 17:51:02
End: 17:51.02

Fig. 4.3.9

15
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4.4. Unloading the device

The device can be reset to the factory settings. This is a secure device, so the following information

must be observed:

When the device is operated in KNX Secure mode, it can be reset via the ETS only if the ETS uses

the project with which the device was parameterized or if the commissioning key is available in the

project.
The device can be unloaded by right-clicking it in the ETS.
Unloading the application:
® The IP address and IP configuration will be retained

® The passwords of the tunneling servers will be deleted. There will not be required to enter the
commissioning password and authentication code when connecting (if there is the pop-up

window, it is empty)

® The key assigned by the ETS will be retained. In other words, the FDSK will not be needed for

reprogramming

® The physical address will be retained

Unloading the physical address and the application
® The device will be reset to the factory state

® The FDSK will be required for re.commissioning unless it is still available in the ETS project

from the original commissioning process
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4.5. Read device information

Reading device information can only be done in the project of the device, via select the

device-->right-click-->info-->device info, as shown fig.4.5 below.

1] LEVILES 7 LTI e ULl FUriCLi)

= Cynamic Folders

b "B 1.1.1 1P Interface with Seque

i Download ’
Unload ’
D nfo » .@
¥1 Reset Device Cirl + R Device Info (With Group Communication)

Fig. 4.5 Read device information

Chapter 5 Factory setting

The IP Interface is delivered with the following default factory settings:

Physical address 15.15.254

15.15.241

15.15.242
Tunneling Addresses 15.15.243

15.15.244
15.15.245

IP configuration

IP address 192.168.2.200
Subnet mask 255.255.255.0
Default gateway 192.168.2.1

The reset to factory settings can also be performed directly on the device. The specific operation as
follows:

Press the programming button and hold for 4 seconds then release, repeat the operation for
4 times, and the interval between each operation is less than 3 seconds, after that, the KNX
indicators is off and programming LED indicator is flashing, and the device enters the restart,
and after the KNX return to normal instructions, and the restart is completed, it can be restored
to the factory settings.

For more information about the FDSK (Factory Default Setup Key). See chapter 4.3, KNX Secure.
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Chapter 6 Web Configuration

Web configuration is typically used to modify IP addresses and device description, and
upgrade devices. Note: If KNX security is enabled, device description and network configuration

cannot be modified via the web configuration.

Enter the IP address of the device in the web browser to enter the web configuration interface of

the IP Interface, as shown in Fig.6.1 below.

1} B IP Interface Secure Configuration X | -+

& O A Notsecure | 192.168.150.204.. A & 5 €3 | 1= =

r ™
Device Description
MAC :  1C:87:76:91:10:B6
Device Name: .:IP Interface with Secure
Project Name: | Buiding
Company Name: ':V'ldeoslar
Software Version:  0.0.6_20221118
KNX Version: 141
Device Activation :  Activated

Deviessage Update

Network Configuration
DHCP:
IP: | 192.168.150.204
netMask: | :255.255.255.0
gateWay: | 192.168.1.1

DNS: [192.198.11

Network Update
L 2
7 S
Device Operation
Software Upgrade: || Choose File | No file chosen | Upload
Device Reboot
\ 7 y

Fig.6.1 IP Interface web configuration window

Device Description:
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(O MAC Addr.: Display the MAC address.

@ Device Name: Display or set the device name.

®Project Name: Display or set the project name.

@Company Name: Display or set the company name.

®Software Version: Display the firmware (linux software.fwp) version and date.

®KNX Version: Display the firmware (KNX software.bin) version.

@ [DevMessage Update] Click this button to save after setting changes are completed. Pop up following

window after the update is successful.

182.168.150.204 says

Device Description Update Success

Network Configuration:

Firmware Date: Display the date of the device firmware.

(O DHCP: The method to get IP address. When the status is set to off, it represents the fixed IP address. The
custom [P address, subnet mask and default gateway can be entered below. When the status is set to on, IP address
is automatically assigned via the DHCP server.

@ IP: Display or set the IP address.

® netMask: Display or set the subnet mask.

@ Gateway: Display or set the gateway.

Note: When using a fixed IP address setting, please ensure that each device receives a different IP
address, and configure an appropriate subnet mask and default gateway, otherwise the web
configuration interface cannot be opened even if the IP address is entered.

® DNS: Display and set DNS.

® [ Network Update] : Click this button to save after finishing configuration. Pop up following window
after the update is successful. If change IP address, you should input new IP address to re-enter the configuration

interface, check the latest information.
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192.168.150.204 says

Metwork Configuration Update Success
| 5

Note: If the user does not know or forget the IP address, reset the IP address of the device to the

default address of 192.168.2.200 via restore factory setting (See Chapter 5 for details), and then enter
this IP address in the browser to enter the web configuration window of the device and change the IP

settings and then save.

Device Operation:

(O Software Upgrade: It is used to upgrade the firmware of the device. Click the button [Choose File] to
choose the firmware (.bin, .fwp) of the updated device, and then click the button [Upload] to update the device.
Pop up following window after the update is successful. (After the firmware is uploaded successfully, around 30s,

you can refresh the webpage to confirm whether the upgrade is successful when it is not busy.)

182.168.150.204 says

Software Complete Pack Upload Success

® [ Device Reboot] : Press the button to restart device.
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Chapter 7 KNX Engineering Assistant Management Platform

Login address of KNX Project Management Platform: https://assistant.gvs-icloud.com/, as shown as Fig.7.1.

0 | [ 1P interface Secure Configuration X KNXIBEFERFS x B - 2 X

« O B https;//assistant.gvs-icloud.com/#/?loginTypa=2 2 A B F O = L]

KNX Engineering Assistant Management Platform

Fig.7.1 Login window

KNX Project Management Platform is used for assisting IP interface for remote debugging of KNX projects,
including System client (login as System administrator), Enterprise client (login as Enterprise administrator /
engineer).

System client is used to establish information about the enterprise to which the device belongs, such as
enterprise code, enterprise name, legal person, enterprise administrator, enterprise account and etc. Enterprise
account is used for enterprise administrator to login enterprise client. The system administrator account is built
into the system and cannot be changed, there is usually only one account, and it is usually the manufacturer
or organization that acts as the system administrator.

Enterprise client is used for enterprise-to-project (engineer / device ) management. You can view the number
of projects, engineers and IP devices on home page. Enterprise administrator can create project and engineer
account from the platform, including user name, engineer name, device accredit and etc, also enable /disable
engineer account. You can view device name, MAC address, device ID, project, online status and etc., as well as
generate a device authorization code and its valid period. Account and initial password of enterprise client are
obtained from system administrator, that is created by system administrator.

The following mainly describes the operation of the enterprise client, and the detail of system client is not

described here.
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7.1. Enterprise management

7.1.1. Login
[im} ‘ [M) 1P Interface Secure Configuration X | @) KNXTEHIFEEFS x IEE - & %
& O ]  https;//assistant.gvs-icloud.com/#/ s A F & T= 2

KNX Engineering Assistant Management Platform

English v

Login

administrator

5. System Administrator

Fig.7.1.1.1 Login window

Please contact the manufacturer to obtain account and password of enterprise client, that is, contact the
system administrator to provide it. Then input correct enterprise name, user name and password to login.

The enterprise name and the user name can only be created and modified by system administrator.

It will pop up a dialog box that prompts you to change your password when firstly login, as shown as
following figure. In order to ensure the security of the account, it is mandatory to change the initial password, if

cancel change and will return the login window. After successful login, initialize password again will not pop up

this dialog box.
The current pas |3 the initial pi ¥sure account
a8
a8
&

Cancel Ensure

@ The passwaord change is canceled upon the first login, and the login page is about to be returned

Fig.7.1.1.2 Password change
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7.1.2. Home

Home page shows an overview, including number of projects, engineers and devices, enterprise name,
enterprise code, account status and etc. It provides the password changing and logout in the upper right corner of

the interface.

B @ XIENIERFs x [F m B

:/J‘ass'\slanl.gvs-zc\cud.com/*'F'Imessage/messagethart?\sLogin:1 2 A 8 i} o z

testi11

— navigation bar Change language

@& Project Mgmt

@ Engineer Mgmt 3 3 40
Number of project Number of Engineer| Number of device

@ Device Momt

Enterprise name testlll
Enterprise Code 3¢5833012932461b9652abf0f1a826fc
Account Status Enable

Fig.7.1.2 Home page of enterprise management

The navigation bar on the left of home page, Enterprise administrator can open the interfaces of project
management, engineer management and device management to edit or view. Operation of each management

interface is described in following chapters.
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7.1.3. Project management

Interface of project management is shown as Fig.7.1.3.1, you can add, delete, view, search and sort the

projects.
0 @ oxIEnsEETs x [ - = 3
) () https;//assistant.gvs-icloud.com/#/project/projectList £ A 1 F & & s
test111 = Project Mgmt Engiish v .) sdmin123 v
@& Home
| =) 1622
& Project Mgmt

& Projectlist Project name [ Creation time 5 Update time ] Action

@ Engineer Mgmt admin123 2022-12-1318:21:08 2022-12-16 17:17:00

@ Device Mgmt test 2022-12-1318:14:44 2022-12-15 15:31:33 Delele Deail
testt 2022-12-1318:12.54 2022-12-13 18:12.54 [ Detail |
Total 3 items B 10/page~ Goto 1

Fig.7.1.3.1 Project management
The instructions for the items in the figure are as follows:

(1) Add new project

Click “+ Add project” button, pop up a window as shown as Fig.7.1.3.2, enter project name in the window,

and the operation is successful after clicking “Ensure”, the newly created project is added to the project list.

Add project b3
*Project name: °

Operate successfully

e | (D

Fig.7.1.3.2 Add new project

Project name: 1-30 characters, all blank strings are prohibited.
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(2) Detail
Click “Detail” on interface of project management, you can view the detail information of project, as show

as Fig.7.1.3.3.

View or edit project information, and view the device information and device status of the project, including

device name, device ID, MAC address, online status.

Note: the association of device with the project needs to be configured in ETS, the enterprise name and
project name configured for the device in ETS must be consistent with the enterprise name and project

name of the management platform, to establish an association.

O | @ KNIERHEEETs x B : %
U ) (3] https://assistant.gvs-icloud.com/#/project/projectDetail?projectid=346 &2 A s F 4 o= -
= Project Mgmt
& Home Details of project
@ Project Mgmt
Project information ®
®  Projectiist
" Edi
Projectname:  admin123 Creationtime : ~ 2022-12-13 18:21:08
@ Engineer Mgmt
Remark Updatetime::  2022-12-16 17:47:00
@ Device Mgmt
Bind device
Name Device ID MAC Type Status
1P Secure-Test#1 319272374795112448 1c8776911251 KNXIP2.1 Offline
zhoujiayu 322932631664726016 1c8776911252 KNX P21 Offine
Total 2 items ] 10/psg= - | Goto | 1

Fig.7.1.3.3 Project detail

Edit project information, you can modify project name and remark, as shown as following figure, click the

“Finish” button when finished, delete this project is to click “Delete” button.

Project information ®
Project name Creation time 2022-12-13 182108
= admin123 %
Update time 2022-12-16 17:17:00 Delete

Remark :

Edit project information
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(3) Delete

Click “Delete” on interface of project management, pop up a window as following figure, click “Delete”
button and the devices in this project are deleted synchronously. When re-add a new project with the same

information (the name of the enterprise and project coincide), the devices of original project will be

associated automatically.

After confirmation, the project will be deleted

Operate successfully

Fig.7.1.3.4 Delete project

(4) Delete in batches

Choose multiple projects and delete together.

(5) Search&Sort
(DSearch: support fuzzy search of keywords, such as project name.
(@Refresh: refresh the interface display when there is update.

(®Sort: sort with creation time or update time.
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7.1.4. Engineer management

Interface of engineer management is shown as Fig.7.1.4.1, you can add, delete, view, search and sort
engineer, as well as authorize device to engineers.

D & KNXIENSEEFS x S

L) ]  https://assistant.gvs-icloud.com/#/engineer/engineerList

testi1l = Engineer Mgmt
& Home
@ Project Mgmt
@ Engineer Mgmt Engineer Name User state [Cmalinntime 6 Update time ]
@ Engineerlist Engineer3 Enable 2022-12-13 18:19:48 2023-0105 11:47:27
& G Engineer? Enable 2022-12-16 143654 20230105 114559
Engineert Enable 2022-12-15 18:03:40 2023-01-05 11:46:34
Total 3 tems [1] T0/psge~ | Goto 1

Fig.7.1.4.1 Engineer management

The instructions for the items in the figure are as follows:

(1) Add new engineer
Click “+ Add” button, pop up a window as shown as Fig.7.1.4.2, enter engineer user name and name of
engineer in the window, as well as add remark, clicking “Ensure”, then a pop-up window prompts you with a

randomly generated initial password (allow copying of user name and password) for the engineer, the newly

created engineer is added to the engineer list.

Operate successfully

= Engineer
username:

Remark:

usemame: GVSLi1

initial password: zoc2AxGJ

Fig.7.1.4.2 Add new engineer

Engineer user name: 6-50 characters in English or a combination of English and digit, - is allowed.

Name of engineer: 1-50 characters, all blank strings are prohibited.
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Remark (optional): 0-200 characters, all blank strings are prohibited.

(2) Detail

Click “Detail” button on interface of engineer management, you can view the detail information of engineer,

as show as Fig.7.1.4.3.

View or edit engineer information, and view / edit authorized devices.

0 | @ KNIZHNFEEFS % B . o X
& (3 (3 https://assistant.gvs-icloud.com/#/engi eerDetail?engineerld=274&userld=2536 L2 A Y8 F & = S
test111 = Engineer Mgmt Q sdmniZ3 v
& Home Personnel details
@& Project Mgmt

basic information

@ Engineer Mgmt

Account:  Engineer Creation time .~ 2022-12-16 14:36:54
@ EngineerList

Engineer  GVSLI Update time - 2023-01-05 11:46:59
Name :
& Device Mgmt Remark
Account  Enable
status
Authorized device
Name Device ID MAC Type Status Project
IP Secure-Test#1 31927237470512448 1C8776911251 KNX P21 Offine admini23
abcd30316 296 KNX P24 Offine
Total 2 items E 10/page~ | Golo 1

Fig.7.1.4.3 Engineer detail

(DEdit basic information, as following figure:

basic information

.

Account:  Engineer Creation fime:  2022-12-16 14:36:54 Finish
Engineer avsL Update time :  2023-01-05 15:56:25 Initialize password
Name

Account (j

status

Edit basic information of engineer

«» Engineer Name: you can modify the engineer name.

< Account status: Enable / Disable.

*» Remark: you can add a remark.

< Delete: delete this engineer. Jump to the interface of engineer management after successful delete,
and corresponding engineer in the list is also deleted.

« Initialize password: enterprise administrator can initialize the login password of engineer.
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@Edit authorized devices, as following figure:

Authorized device

e —
@ Refresh ‘ Device Authorization .
' e —

Click “Device Authorization”, enter the interface of device authorization:

Device Authorization x
2 o

Name Device ID MAC Type Status Project Action
1P Secure-Test#1 319272374795112448 1c8776911251 KNX IP2 1 Offline admin123
zhoujiayu 322932631664726016 1c8776911252 KNX IP2.1 Offline admin123

Batch authorization

Total 2 items |3 10 /page Goto 1

Fig.7.1.4.4 Device authorization
< Support precise search of device name, device ID, and MAC address;
% Support the filter of the device online / offline status and the project to which it belongs;

« Accredit / Disauthorization: click “Accredit” button, if the operation is successful, the authorization
is successful, conversely, the same action can be disauthorized. After confirmation, engineer will not

be able to remotely debug the equipment through KNX Assistant, please exercise caution!

<+ Batch authorization / disauthorization: choose multiple devices and accredit / disauthorize together.

(3) Accredit
Click “Accredit” on interface of engineer management, enter the interface of device authorization, as show
as Fig.7.1.4.4, enterprise administrator authorizes the device for engineers, or cancel the authorization. When

authorize the devices to one, then he can operate remote project debugging with KNX Project Assistant.
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(4) Delete

©)

(6)

Click “Delete” on interface of engineer management, pop up a window as following figure, click “Delete”
button and remove the authorization between devices and engineer, and the personnel will not be able to use

KNX Project Assistant to remotely debug the device.

After deletion, the system will automatically °
remove the authorization relationship between

the engineer and the equipment, and the
personnel will not be able to use KNX assistant to Operate successfully

remotely debug the equipment

Fig.7.1.4.5 Delete engineer

Delete in batches

Choose multiple engineers and delete together.

Search&Sort&Refresh

(DSearch: support fuzzy search of keywords, such as user name, name, phone number or email address.
(@Select the account status ( Enable / Disable ).
(®Refresh: refresh the interface display when there is update.

@Sort: sort with creation time or update time.

30



GvVsS K-BUS' KNX/EIB  IP Interface with Secure and Cloud

7.1.5. Device management

Device management interface is shown as Fig.7.1.5.1, you can search device information ( device name,

device ID, MAC address, online status and project), as well as manage authorization code of IP device in the

project.
0D @ wxIEmsEEFs x |+ - B =
& O (] https:/assistant.gvs-icloud.com/#/device/deviceList o A 18 F & = 3
test111 = Device Mgmt
& Home
Q Search I @ Refresh
® Project Mgmt
® Engineer Mmt Name ~ Device mac Type . Saws  Projct | #oto channet Emiﬁmn e 1 Update t»me] Action
” 289245 e
Device Mgmt 00~ - 5
P2 097629 ot offine 20220913 1453:38 3 ] =34
— o
® Devicelist abcd1s KNX IP
il 289 o offine 20221025 17:40:19 = =
IPSecu 289250
KNX 1P
reTest 439617 ¥ Offine 2022-09-13 151442 =
# 187840
abcd39 KNX [P z
o 201 - Offine 20221025 17:40:21 .
322076
KNX P admint
IP124c 645942 1caTTEO11241 " Offine - 2022-12-15 18:13:00 = ode.
183424
abcds2 KNX 1P
o 203 o offine 2022-10-25 174024 = =
333330
KNX-IP KNX IP s oy
e oooss o offine 2022-06-10 132436 ]
a1t
abcd66 KNX 1P .
i, 278 - Offine 2022-10-25 1740.07 - Code.
abcd73 KNX [P &
P 205 S Offiine 2022-10-25 174026 — Code
333334
KNX-IP KNX IP -
oqa | a2ss S Offine 2002-06-10 13:24:36 =
4t
Total4ttems | < (12| 3[4 5 >| tomee- Gowo 4

Fig.7.1.5.1 Device management

The instructions for the items in the figure are as follows:

(1) Search&Sort&Refresh
(DSearch: support search of keywords, such as device name, device ID, MAC address.
(@Select the device online status ( Online / Offline ) and the project belonged to.
(®Refresh: refresh the interface display when there is update.

@Sort: sort with creation time or update time.

(2) Remote channel status

Enable or disable remote debug channel via the Cloud button on the device. When it is enabled, you can

remotely connect the device to debug project, if disabled, you can not connect the device remotely.
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(3) Generate authorization code

Click “Code” on interface of device management, pop up the window for authorization code, as show as
Fig.7.1.5.2. Each device only has a authorization code, if it already has a authorization code, the original
code will be replaced by the new one. There are a valid period for authorization code, when generate a new
code, you can set a period of time which is specific to hour:minute. Operation is as shown as following

figure:

Valid period of authorization code: — °
: Operate successfully

Authorization code :211355

[ o

Fig.7.1.5.2 Generate authorization code

(4) Detail

Click “Detail” on interface of device management, enter the interface of device details, you can view the
device information, authorization code and its status (Ineffective, In use, Lost effectiveness), the valid period

of authorization code, creation time and so on. And you can generate or cancel an authorization code.

Authorization code is 6 digits, and used in KNX Project Assistant when engineers need to assist with

debugging remotely.

% Ineffective: already has an authorization code but not reach the valid period.
+« In use: the authorization code is in the valid period.

% Lost effectiveness: the authorization code is already out off the valid period.
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O @ KIERIEEFS x == S He

< O (&) https//assistant.gvs-icloud.com/#/device/deviceDetail?deviceld=289245097629976624 LS N T8 F OO = 2 -

test111 = Device Mgmt English ~

@ Home Device Details

@ Project Mgmt

@ Engineer Mgmt ®

& Device Momt

® Devicelist Device ID 289245097629978624 FProject -

Name P2 Status Offline

MAC Creation time 2022-09-13 145338

Type: KNXIP2.1 Update time -

Authorization code : 547247 Creationtime :  2023-01-14T16:30:50

Authorization code status :  Lost effectiveness Vaiid period of authorization code :  2023-01-14 03:00:00 - 2023-01-14 15:00:00

Reauthorization code Code

Fig.7.1.5.3 Device details
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7.1.6. Additional Instructions

Enterprise administrator create account for engineers, and engineers also can login KNX Engineering
Assistant Management Platform with created user name and initial password. The interface as shown as Fig.7.1.6

after login. It is different to enterprise administrators is that engineers can only view two interfaces: project

management and device management.
Project management: only have permission to view project information, but not edit it.
Device management: same as enterprise administrator.

Engineer also can change password in the interface.

D @ KNIENFSEFS x |+

<« O &1 https/assistant.gvs-icloud.com/#/project/projectList

test111 = Project Mgmt
@& Project Mgmt

& Device Mgmt

No data available at the moment

Fig.7.1.6 window after logging
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Chapter 8 KNX Project Assistant

KNX Project Assistant is a tool for assisting IP interface to debug KNX program remotely. Connect IP

device remotely via local PC, then you can operate a remote debugging and no need to go to the scene.

8.1. Installation

1. Operation system: Win7 and above systems;

2. Operation environment: Microsoft. NET Framework 4.6.1 and above version are installed on PC.
8.2. Login

Double click [KNX Project Assistant] on desktop or click in turn [Start]->[All programs]->[KNX

Project Assistant], then launch the software, enter the login interface as shown as Fig.7.2.

| English ¥

Please enter company name

@ £ Please enter your user name

KNX Project Assistant

(33 Please enter login password

[] Remember the login information

|, Login

Fig.7.2 Login interface of KNX Project Assistant

Engineer in the enterprise input company name, user name and password to login.

After login successfully, you can operate IP device, such as connect IP device remotely, test the response

time and so on.
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8.3. Device connection

The interface of device connection as shown as Fig.7.3.1, you can view the online status of all IP device, the

connection status and so on.

= e N B 3 2 |
&, [-‘\Please selectasub - | [_2 /_]l O} Refresh ][ » Remote assistance 3] [ dsername v]
7
Company Project Device name Device ID Online status| |Remote accesdResponse (ms Operation

1 test111 abcd73687 295

2 test111 abcd30316 296

3 test111 admin123 7777 32293263166472601t . :g

total 3 records 1 (|

Fig.7.3.1 The interface of device connection

The instructions for the items in the figure are as follows:

(1) Account information

Click the dropdown menu, you can view / change account information, including personal center, language,

about, log out.

Username ~

Personal center

Language
About
Log out

(DClick “Personal center”, view the enterprise name and user name. As following figure:

Personal center

Enterprise name -  test111

User name - Username

KNX Project Assistant
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(2)Click “Language”, change software language. As following figure:
Language Settings
Language switching

English

(3 Click “About”, display manufacturer logo, software version, date and etc., as shown as following
figure. Click “Enter page of official website” and then it will jump to GVS official website

automatically.

About

GVvVS

KNX Project Assistant V2.06
2023.01.03

Enter page of official website

@ Click “Log out”, pop-up a window to confirm again, click “Confirm” and then return to login
interface. And also you can click icon X on top right corner to log out. If the account is login in

remotely, and it will be log out in local.

Close software

Determine to logout account and exit the software?

| Confirm Hl Cancel |
% oK 72

(2) Search&Sort&Refresh

(DSearch: support search of keywords, such as company name, device name, device ID (complete).
(@Select the project to which device belongs.

(3Refresh: refresh the interface display when there is update.
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(3) Remote assistance
When other engineers need you to assist with debugging remotely, please click “Remote assistance”, then

pop-up a dialog box as following, input authorization code of remote IP device.

Remote assistance

&) Please enter authorization code to se:

Input correct code and confirm, then remote device will be added to list automatically. The left of authorized

device name has a icon , the mouse hovers over the icon and display the valid period. When
reauthorize code in Device management, current authorized device will be canceled the connection with
engineer immediately, not displayed in the list.

The authorized device is a device that other projects or enterprises authorize current engineer to debug

via the authorization code. Non-authorized device is belonged to current engineer to debug.

o Please select a sub Username
Company Project Device name Device ID Online status Remote access Response (ms) Operation
1 test111 admini123 7777 322932631664726011 é-_-n
2 test111 abcd73687 295
3 test111 abcd30316 296

(4) Online status

Device is online or offline status is that device whether connect network normally.

(5) Remote access
Display the remote access status (enable / disable). When it is enabled, you can connect a remote device to
debug project remotely; when it is disabled, you can not connect the remote device. The remote access is
enabled by factory default, the access disable can only be done by pressing Cloud button of device,

once it has disabled, you can press the button to enable again.
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(6) Response time (ms)
When device is already connected, this row displays delay time between the current and device, as shown as

following figure, unit: ms. When below 1000ms, it is green, while 1000ms or above displays red.

3 test111 admin123 7777 32293263166472601( =2 25 67

(7) Operation
Click “Connect device”, then device is in connecting, display “Disconnect” after device is connected. If

device is offline, “Connect device” is gray and can not be operated.

£ test111 admin123 7777 32293263166472601¢ - 62
e® bl
@
g o.

3 testll admin123 222 32293263166472601t e b 67

Click “Disconnect”, then disconnect the connection with the device. If the device is not operated for a long

time, it will be disconnected automatically.

The same device can only be connected by one engineer, the other engineers request a connection will be

prompted the device is being used by engineer. As shown as following figure.

Prompt

The connection fails, the device is being used by other
engineers!

[ Confirm

If connection fails, such as network abnormality, connection timeout and etc., it will pop-up following

window, now you can not connect the remote devices.
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Disconnect

In the same engineer's account, only one device can be connected at anytime, and only the connected device
is operable. If you want to change other devices, please disconnect the connected device at first, then

connect the required device.

Confirm KNX Project Assistant has been already connected to remote IP device, select IP interface on the
ETS5 BUS configuration window. Note: IP address of remote IP interface will be mapped to IP address of
local PC, so when there are multiple IP interfaces on ETS5, you can confirm the connection of remote IP
interface by IP address of local PC, as shown as Fig.7.3.2, after confirming the IP interface, select to connect,
then you can debug project remotely via ETS software. The prerequisite for remote debugging of the device is
the physical addresses of the devices in the project are assigned.

Note: remote debugging interface is built by KNX Project Assistant, therefore, please ensure the
software must remain in connecting during remote debugging, that is do not close the software after the

connection is established.

Network Connection Details x
Network Connection Details
Property Value =)
Connection-specffic DN...
Description Realtek PCle GbE Family Controller
Physical Address BO-7B-25-1A-C1-3A
DHCP Enabled ‘fes
IPv4 Address 192.168.150.80
IPv4 Subnet Mask 2552580
Lease Obtained Monday, January 30, 2023 11:42:29 /
Lease Expires Monday, January 30, 2023 1:42:29 P1
|Pwd Default Gateway 192.168.150.11
IPw4 DHCP Server 192.168.99.3
IPv4 DNS Servers 114114.114.714
192168268
IPvd WINS Server
NetBIOS over Tepip En..  Yes
Linkdocal IPv6 Address  fe80:.c8c:6227.c81e1al®10
IPv6 Default Gateway v
(- T >
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Fig.7.3.2 Remote connection building
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Chapter 9 Remote Commissioning Steps

1. After obtaining the product from the manufacturer, check the product for abnormalities.

2. Connect to KNX system, auxiliary supply and network, then check the LED display, confirm power
supply, KNX and network are already connected.

3. Configure IP interface via ETS and connect it to the internet, or configure IP address by web
configuration, then save and restart the device (ETS configuration details please refer to chapter 3; Web
configuration refer to chapter 5, and only KNX secure function is disabled can you configure on website).
Note: IP interface must be accessed to wide area network before remote debugging can be performed,
if it is accessed to local area network, only support to local debugging. After accessing to wide area
network, enable remote debugging, LAN LED is always ON, if remote connection is abnormal and the
LED is double flashing. If remote connection is disable, but only local area network, the LAN LED is

single flashing.

4. Enterprise administrator obtain account from system administrator, please provide related information for
system administrator before obtaining an account to build an enterprise administrator account. System

administrator is always a manufacture or organization.

5. After obtaining the account, login KNX Engineering Assistant Management Platform, build the belonged
relationship among project, engineer and device. (Detail please refer to chapter 7). Note: the company

name and project name should be same as the platform, if different, please re-configure.

6. Engineer obtain account from enterprise administrator, you can login KNX Engineering Assistant
Management Platform to manage IP devices of personal project, and also can login KNX Project Assistant to

connect IP device, only connect the IP device can you debug remotely (Detail please refer to chapter 8).
7. Open ETS, select a remote debugging interface on the BUS window of ETS.

8. Open ETS project, then you can debug remotely now.
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