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Notice
The contents of this document may be reproduced without prior written approval by Enertex® Bayern
GmbH in any form, neither in whole nor in parts, copied, transmitted, distributed or stored.

Enertex® is a registered trademark of Enertex® Bayern GmbH. Other product and company names men -
tioned in this manual may be the marketing or trade names of their respective owners.

This manual may be changed without notification or announcement and makes no claim to completeness
or accuracy.
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Installation and assembly of electrical equipment must be performed by qualified electri-
cians.

When connecting KNX interfaces skills are provided by KNX-Training.

Ignoring the instructions may damage the device as well as causing fire or other haz-
ards.

This manual is part of the product and must remain with the end user.

The manufacturer is not liable for any costs or damages incurred by the user or third
parties through the use of this device, misuse or malfunction of the connection, malfunc-
tion of the device or the subscriber equipment.

Opening the case or other authorized changes or modifications will void the warranty!

The manufacturer is not liable for improper use.
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The ENAZ? combines four important functions in a single device:
« Remote maintenance with the integrated ETS IP tunnel.
+ Remote access to network devices, e.g., to open a Web visualization on a smartphone.

+ Record KNX telegrams to analyze them directly on the device or to export and store
telegrams in an archive. The exported telegrams can be imported into the ETS group
monitor.

*  “Protected Network”: protect the network devices of your building automation of un-
wanted or fraudulent access and separate the building network from the private or com-
pany network.

With factory default settings active the device is configured to “Switch” mode and requests an IP
address using DHCP.

Network interface mode

Switch mode

Firewall mode

In Switch mode, both network interfaces LAN1 and LAN2 are connected to an internal switch.
Data is forwarded between both interfaces. The ENA? has a single IP- and MAC address. In this
configuration, you can connect one interface with the existing network and the other one with an-
other IP device, e.g., a KNX IP interface. LAN1 and LAN2 are interchangeable in this configura-
tion.

Warning: Communication between LAN1 and LAN2 is only possible if the ENA? is started and
ready, otherwise the connection is interrupted, e.g., if the device is restarted.

All data is forwarded in this mode, and the ENA? cannot protect your devices. Use the Firewall
mode to enable protection.

The integrated interface and VPN access is available in Switch and Firewall mode.

Figure 1: Firewall mode

Both Ethernet interfaces LAN1 and LAN2 are configured independently with different IP- and
MAC addresses.

The IP address may not be part of the same network subnetwork!

For example, the interfaces may not be configured to receive an IP address from the same
DHCP server. The IP addresses 192.168.1.1/netmask 255.255.0.0 and 192.168.2.1/netmask
255.255.0.0 also lie in the same subnetwork!

In this mode the Network is split into:

Home Network on LAN1

The existing home network with internet access, typically managed by an internet router. The
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ENA?Z cannot restrict network access but is a regular network client.
“Protected Network” on LAN2

This network is managed by the ENA2. Data between LAN1 and LAN2 can be filtered by the
ENAZ2 The ENA? can distribute IP addresses via DHCP and offers NTP and DNS services. Net-
work access can be configured by intuitive filters rules.

E.g., you can allow internet access only for selected devices from the “Protected Network” or re-
strict access to the integrated KNX interface.

Features

The ENAZ? has the following functions:

Overview:

Secure remote access for your local network — Cloud-free End-to-end encrypted connection
between mobile device and ENA?

Forward remote access via Enertex relay server to connect to your local network, works with
any internet provider (IPv4, IPv6, DS-Lite), no local router configuration required (optional)

Guided browser-based configuration on device
Easy-to-use user management

Integrated free DynDNS service

Integrated OpenVPN server

» Restrict users access

» Controllable via KNX group telegrams

* Free client software for common operating systems (Windows, Linux, MacOS, Android,
i0S)

* VPN "on demand": automatically connect to your network (iOS-only)
,Protected Network*

» Separate physical Ethernet interfaces for your main and protected networks
» Control forwarding and filtering

» Firewall and DHCP server

Recent security standards and well-known and trusted VPN software

KNX Telegramlogger

» Records all KNX telegrams in internal database (~ 100.000.000 tel., depends on data type)
» Import ETS project for data type, topology and device information

» Easy to query and analyze telegrams on ENA? web server

» Show time-value charts, e.g. per hour, per day

+ Identify configuration errors, e.g., read requests without response

Interfaces and Controls

2 shows the device and its connection to network and KNX.
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POWER

Made in Germany
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KNX Power Supply
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KNX Device 1

LAN1

LAN2

KNX Bus

KNX Device 1

Figure 2: Connection of ENA2?

Ethernet interfaces LAN1 (1), LAN2 (2)

LEDs Alarm red (3)
Info orange (4)

Power green (5)

Push buttons F1 (6), F2 (7), Display (8)

Power supply and bus interface KNX (9)

Status display Display (10)

LEDs

1. Immediately after connecting the device with a power supply, the LEDs (3,4,5) are on
with reduced brightness.

LED Power (5) is on during boot.
The device takes approx. 2 minutes to start. LED Power (5) flashes and Display is on.
LED Info (4) is on if a VPN connection is open.

The LED Alarm (3) and push buttons F1 (6) and F2 (7) are currently not used.

o &~ 0N

Display

The Display (10) stays on during boot. When ready, it show version information and the IP ad-
dress. Press push button (8) to activate it for 5 minutes. Press push button (8) again to jump to
the next page.

Commissioning

Prerequisites

*  KNX power supply, 27-30V DC, with 3.2 Watt power available (110 mA at 29 V Bus volt-
age). The typical power consumption is 1.8 Watt.

We recommend our KNX power supplies Enertex® KNX PowerSupply 960° and KNX Dual
PowerSupply 1280.

- A computer with a recent web browser (Google Chrome, Firefox, Safari) for configura-
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tion.

* Network with DHCP server. The device is initially set to “Switch mode” (see Switch
mode, p. 4).

Connect the device to the KNX bus and your local network on LAN1. The device is ready after
after approx. 2 minutes, and shows time and serial number. Press the push button Display (8)
until you see the page LAN1. Read the IP address (e.g., 192.168.1.23) and navigate to it in your
web browser.

Notes: If the IP address is 169.254.*.* the device did not receive an IP address from your
DHCP server and uses ,IP Automatic Configuration®,

In your web browser you will get a security warning. Confirm to open the configuration.

You are now on the device configuration website. Click on the “Help”- icon in the top right corner
for the manual.

The first-start wizard leads you through the basic configuration steps. You can select the net-
work mode, create user for configuration and remote access, and import your ETS project.

The device generates the certificates at the end. This takes approx. 15 minutes and must not be
interrupted. If an ETS project is selected for import, initialization may take significantly longer,
depending on the project.

You can leave the web configuration or close the browser during initialization.

Once the device is initialized, log in using the user accounts from the wizard.

Configuration website

The device is configured only within the configuration website. You need to have network access
for commissioning and for later changes. The device website is available in every zone (VPN,
LAN1, LAN2).

You need a recent web browser to correctly show the configuration website. The configuration
can also be controlled comfortably on mobile devices.

The following explains the basic concepts.

First-start wizard

User area

Configuration

If the device is not configured yet, either initially or after a factory reset, you will not see the login
button but you can open the first-start wizard. After initialization, the wizard is not available. All
settings of the wizard can be changed by the administrator.

Use the created user accounts to log in on the website. The device website contains two areas:
user area and configuration.

Every user has access to the user area. Depending on the individual permissions, you can open
different pages, e.g., download the VPN profile, open the telegramlog or show the protocol.

Only administrators may open the configuration to change device settings.

Enertex® Bayern GmbH — Ebermannst&dter Strae 8 - 91301 Forchheim - Deutschland - mail@enertex.de



1170-HB_ENA2_EN-3.0dt, 2024-01-18 Page 8 of 34

Configuration

User

Network

Zones

KNX

LAN1

LAN2

VPN

WAN

The first-start wizard required to create the first set of user accounts. Every user has exactly one
of the following roles:

»  Owner (exactly one):
o The physical owner of the device/the KNX installation.
o Can issue a factory reset in the user area.
o |s otherwise a regular user with the respective functions in the user area.
»  Administrator (at least one):
o Full access to the configuration
o Has access to the respective functions in his user area.
« User (any number):
o Has access to the respective functions in his user area.
On initialization, owner and a first administrator must be created.

Every user has a set of permissions, mostly independent from his role. You can create a user
with access to the telegramlog only, but without being able to connect via VPN. Permissions can
be changed by administrators at any time.

Every user can change his personal information (username, name, e-mail address, password)
after log-in. The e-mail address is used to send mails to the user. The notifications a user wants
to receive can be configured. For example, administrator and owner can be notified if a firmware
update is available.

Open the network settings to change the Network interface mode (S. 4).

The ENA? knows different subnetworks as zones. The firewall configuration allows or denied
data transfer between zones. It depends on the Network interface mode, which zones are avail-
able.

This zone manages the integrated KNX interface. A device must have the permission to access
the KNX zone to open a KNX tunnel connection.

The existing home- or company network with internet access. In Switch mode both Ethernet in-
terfaces LAN1 and LANZ2 are equal and zone LAN1 refers to both interfaces.

The “Protected Network” managed by the ENA? in Firewall mode, available on interface LAN2.

All connected clients receive an address within this zone. The ENAZ? forwards access to different
zones if configured.

All networks outside of the local zones, which are reachable via the router of LAN1. This typically

Enertex® Bayern GmbH — Ebermannst&dter Strae 8 - 91301 Forchheim - Deutschland - mail@enertex.de
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includes the internet or other subnetworks within the company network.

Network Addresses

Routing

The options available depend on the network mode. Basically the device can request the IP ad-
dress from a DHCP server or you can statically assign an address. The prerequisite of static ad-
dresses are that the device starts as usual even if the DHCP server is currently not available.
Otherwise the device switches to “IP Automatic Configuration” and chooses an IP from the range
169.254 * *

This allows the device to be directly connected to a PC or notebook for configuration.

In most cases a router provides access to the internet. If you assign a static IP address, it has
be be outside of the DHCP range configured in the router settings.

The ENAZ? uses the notation of network address and prefix length to describe subnetworks.
This is the default notation for IPv6 networks. For IPv4 the common notation used to give the
netmask instead of the prefix length. The most common netmask for private networks is
255.255.255.0, which is equal to a prefix length of 24.

Every subnetwork must be disjoint. If a device from a different network is addressed, the routing
information defines which gateway must be used to forward the request.

A gateway is a network device which takes requests for IP addresses different from its own ad-
dress and forwards them according to its routing table, changing the source address to its own
IP. The response is sent back to the original source.

Example: The internet router within a private network has IP 192.168.178.1, prefix length is 24.
Connected devices can use IP addresses from the range 192.168.178.2 — 192.168.178.254.
Other addresses (e.g., internet) are forwarded using the default route with the internet router be-
ing the gateway (default gateway).

Home network:

Netmask / prefix length 255.255.255.0/ 24

IP address Router 192.168.178.1

Valid device addresses 192.168.178.2 — 192.168.178.254
IP address ENAZ? (LAN1) 192.168.178.66

Routes of devices in home network:

192.168.178.0/24 direct
Default route via gateway 192.168.178.1

With DHCP enabled, the router sends this information together with the client IP address. If the
address is assigned statically, the router must be manually added as default gateway.

If the network consists of different subnetwork, information on how to route into these subnet-
works is required as well. They can either be defined for every device individually or they are
added to the default gateway, making them available to every device.

In Network interface mode “Switch” you need no additional routing information, because the
ENAZ does not manage a separate subnetwork. For “Protected Network”, this information is re-
quired for devices from LAN2 to address LAN1 devices (S. 4).

“Protected Network”:

Netmask / prefix length 255.255.255.0/ 24
IP address ENA? (LAN2) 192.168.177.1
Valid device addresses 192.168.177.2 — 192.168.177.254

Enertex® Bayern GmbH — Ebermannst&dter Strae 8 - 91301 Forchheim - Deutschland - mail@enertex.de
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Routes of ENAZ:

192.168.178.0/24 direct via LAN1
192.168.177.0/24 direct via LAN2

Default route via gateway 192.168.178.1

Routes of devices in “Protected Network”

192.168.177.0/24 direct
Default route via ENA? 192.168.177.1The

The routes of the devices in home network must contain the “Protected Network” that can be
reached via ENAZ?. Ex explained, this information can either be configured in the gateway (the in-
ternet router) to be available to every connected device. Home-network-devices then send their
requests to “Protected Network”-devices to the router, which forwards them to the ENAZ?, again
forwarding them to the respective device.

Routes of gateway with route to “Protected Network”:

192.168.178.0/24 direct
192.168.177.0/24 via ENAZ% 192.168.178.66 (LAN1)
Default route via internet

The other option is to add the route to every single device which should have access to “Pro-
tected Network”-devices. This eliminates the additional step to the router but every device sends
its data for the “Protected Network” directly to the ENA2.

Alternative: Routes of the home network devices with route to “Protected Network”:

192.168.178.0/24 direct
192.168.177.0/24 via ENA? 192.168.178.66 (LAN1)
Default route via gateway 192.168.178.1

Example: Fritz!Box, FRITZ!OS 07.28:

Open Home Network — Network — Network Settings — Additional Settings — IPv4 Routes. En-
ter the network address of the “Protected Network”. For example, if your ENA? has IP
192.168.177.1 with prefix length 24, the network address is 192.168.177.0 and netmask
255.255.255.0. The gateway is the IP address of your ENA? in your home network. If the ad-
dress is assigned dynamically by the DHCP server of the Fritz!Box, it should be configured to al-
ways receive the same address.

Enertex® Bayern GmbH — Ebermannst&dter Strae 8 - 91301 Forchheim - Deutschland - mail@enertex.de
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@ FRITZ!Box 7330 x + - ] E

< > C QO R o 192.168.178.1/%/

FRITZ!Box 7530 FRITZINAS MyFRITZ!

Heimnetz > Netzwerk

Netzwerkeinstellungen

Ubersicht
Internet

Telefonie

Heimnetz ~

Mesh |P-Adressen

Hier kénnen Sie Anpassungen an Netzwerkeinstellungen und den verwendeten |P-Adressen in Heimnetz
und Gastnetz vornehmen.

USB / Speicher

IPv4-Einstellungen IPv6-Einstellungen
Mediaserver
FRITZ!Box-Name Statische Routingtabelle
WLAN Hier kiinnen Sie die statische Routing-Tabelle der FRITZ!Box dndern.
IPv4-Routen IPv6-Routen
Smart Home
System v v
*  FRITZ!Box 7530 ke -+ - O s
<« X O & 192.168.178.1 g ® =
FRITZ!Box 7530 FRITZINAS MyFRITZ!
Statische IPv4-Routing-Tabelle
Ubersicht -~ Wenn Ihr Netzwerk aus mehreren Subnetzen besteht, die nicht direkt mit der FRITZ!Box verbunden sind,
kdnnen Sie fiir diese statische |Pv4-Routen in der FRITZ!Box einrichten.
Internet Achtung!
i Anderungen auf dieser Seite kénnen dazu filhren, dass die FRITZ!Box nicht mehr erreichbar ist. Beachten Sie
Telefonie unbedingt die Hilfe, bevor Sie Anderungen vornehmen.
Heimnetz ~ Aktiv Netzwerk 4 Subnetzmaske Gateway
Mesh 192.168.177.0 255.255.255.0 192.168.178.66 rd x
USB / Speicher Neue IPv4-Route
Mediaserver
FRITZIBox-Name ABbrEchEn
WLAN
Smart Home
Diagnose
Warten auf 192.168.178.1...

The VPN server of the ENA? can be reached via UDP and TCP. Prefer to use UDP if possible,
as it has advantages especially if the connection is slow or unreliable. The Relay server can only
use TCP.

Port Forwarding

If your internet connection can be accessed from the internet, you can add the VPN server port
(default 1194) to the list of forwarded ports in your internet router.

Enertex® Bayern GmbH — Ebermannstédter Strale 8 - 91301 Forchheim - Deutschland - mail@enertex.de
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Disable the Relay server when you export a VPN profile to use the DDNS name and optionally
configured additional hostnames as remote addresses in the profile. Use the configured VPN
server port for internal and external port.

Warning: Do not forward the port of the ENA? configuration website. Always use a VPN
connection for remote configuration!

Example: Fritz!Box, FRITZ!OS 07.28:

Port forwarding is called Port sharing in Fritz!OS. Navigate to Internet — Permit Access — Port
Sharing and add a new device for sharing. Select the ENA? and insert the VPN port for UDP
and/or TCP.

& FRITZIBox 7530 x + - O >
< (6] O & o 192168.178.1/% ] =
1 FRITZINAS MyFRITZ!
.
Freigaben fiir Gerat
. . ~
Ubersicht
Gerdt | ® ena2 e |
Internet ~
Online-Monitor IPv4-Adresse | 192.168.178.66 |
Zugangsdaten
MAC-Adresse | 70:B3:D5:DC:8C:77 |
Filter !
IPv6 Interface-1D 72b3 :[ dsff ]: fedc II 8cT7 l
MyFRITZ!-Konto [ selbststindige Portfreigaben fiir dieses Gerit erlauben.
Telefonie
Heimnetz IPv4-Einstellungen
WLAN [ Dieses Gerit komplett fiir den Internetzugriff iiber IPv4 freigeben (Exposed Host).
Diese Einstellung kann nur fiir ein Gerét aktiviert werden.
Smart Home
Diagnose IPvé-Einstellungen
System
“ Abbrechen
Accictantan S v
W FRITZ!Box 7330 x|+ = O ®
< C O 8 o+ 192.168.178.1/# ¥ @ =
1 FRITZINAS MyFRITZ!
H
Freigaben fiir Gerat
Ubersicht ~ [ Firewall fiir delegierte IPv6-Préfixe dieses Gerites &ffnen.
Internet ~ O Dieses Gerat komplett fiir den Internetzugriff tiber IPv6 freigeben (Exposed Host).
Online-Monitor
Freigaben
Zugangsdaten
Status Bezeichnung Protokell  IP-Adresse im Internet Port extern vergeben
Filter
) (0] VPN TCP Klicken Sie auf "OK", um e
Freigaben diese Freigabe zu
speichern und zu
MyFRITZI-Konto peic x
aktivieren.
Telefonie
@ VPN uDP Klicken Sie auf "0OK", um Ve
Heimnetz diese Freigabe zu
speichern und zu %
WLAN aktivieren.
Smart Home
Neue Freigabe
Diagnose
Accictantan b v
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& FRITZBox 7530 x|+

O 8 192.168.178.1/%

FRITZ!Box 7530 FRITZINAS MyFRITZ!

Internet > Freigaben

Portfreigaben FRITZ!Box-Dienste

Ubersicht
Alle mit der FRITZ!Box verbundenen Geréte sind vor unerwiinschten Zugriffen aus dem Internet geschiitzt. Einige
Anwendungen, wie z.B. Online-Spiele, miissen jedoch flir andere Teilnehmer des Internets erreichbar sein. Durch
Einrichtung von Portfreigaben kinnen Sie solche Verbindungen erlauben.

Internet o

Online-Monitor
Port extern Port extern Selbsts...

P y : +
Zugangsdaten Letations [PEee=s ERisEe vergeben IPv4  vergeben IPv6  Portfre... ”~
Filter ena2 192.168.178.66 @ VPN 1194 O 7) (%
iT2b3:dsffedc... @ VPN 1194 )
@ vPN 1194 0 akdtiv
=,
MyFRITZI-Konto @veN 1194
Telefonie Pep— P—— -5
Gerat flir Freigaben hinzufiigen Aktualisieren
Heimnetz
WLAN Sie kisnnen die Einstellung "Selbststindige Portfreigabe" fiir alle Geriite deaktivieren, die bisher keine Portfreigabe
angefordert haben.
Smart Home .
Deaktivieren

Diagnose

Accictoanton

The VPN server of the ENA? assigns IP addresses in separate subnetworks, similar to the “Pro-
tected Network™. Every connected client receives an address within these subnetworks, together
with routing information to access the home network and the “Protected Network”.

These subnetworks must be unique and may not overlap with the home network or the “Pro-
tected Network”. The addresses of the VPN server are fixed and cannot be changed.

Server address VPN client addresses
TCP |IPv4 |10.23.1.1/24 10.23.1.2 - 10.23.1.254
IPv6 | fd60:dcO:ffee:600d:1::1/64 |fd60:0dc0:ffee:600d:0000:0000:0000:0000 —
fd60:0dc0:ffee:600d:ffff:ffff:ffff. ffff
UDP |IPv4 10.23.2.1/24 10.23.2.2 - 10.23.2.254

IPv6 fd60:dc0:ffee:600d:2::1/64 |fd60:0dc0:ffee:600d:0000:0000:0000:0000 —
fd60:0dc0:ffee:600d:ffff:ffff: ffff. ffff

VPN on demand (iOS only)

iOS devices can open a VPN connection if a specific hostname or a host within a specific do-
main is accessed. The domain must be set in the configuration. Either single hostnames or do-
mains including wildcards, e.g. “*.domain” can be used. It is important that the hostname includ-
ing domain can be resolved after opening the VPN connection.

VPN clients automatically receive all DNS servers the ENA? received from the DHCP server or
which are configured statically, as well as the DNS server of the “Protected Network”.

You should add the SSIDs of you local WiFis to prevent the VPN connection to be opened at
home.

Warning: VPN on demand settings only affect VPN profiles exported after changes have
been made.
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Example:

Add *.protected for the “Protected Network”. You can then use any of the DNS names of fixed
DHCP clients of the ENA? to open a VPN connection.

If a Fritz!Box is used, add the domain *.fritz.box. If the connection however is to be used
only for the ENA?, add ena2.fritz.box.

All network devices, e.g., internet router, server, computer, connected to the internet or local, are
addressed using their IP address. In addition to the common IPv4 protocol, IPv6 is available
since several years. From a user’s perspective it makes no difference, as requests to servers on
the internet most commonly use the DNS name instead of IP addresses. When the website
http://www.enertex.de is opened, the name is resolved automatically, i.e. a responsible server is
asked which IP address belongs to the DNS name www.enertex.de. The actual connection re-
quest is then sent to the IP address. Most services are accessible with IPv4 and IPv6, and inter-
net providers translate accesses if required, so no access fails. Problems only arise if the con-
nection is established “from outside” instead of “from inside”. If you want to open a connection
to your local device from the Smartphone, it depends on the mobile and domestic internet
providers.

Enertex Bayern GmbH offers a forwarding service — the Relay server. You do not need to con-
figure your local internet router and any combination of IPv4/IPv6/DS-Lite offered by your
providers works. The ENA? opens a connection to the Relay server and keeps it open. If a VPN
clients wants to connect to the ENA?, it also opens a connection to the Relay server instead. The
Relay server simply forwards the encrypted VPN data between VPN client and ENAZ2. You can
use this service without having to worry about data security. Your data is still encrypted all the
way between your ENA? and the VPN client software (E2EE/end-to-end encryption).

The Relay server requires no registration. You can select to use the Relay server separately for
every VPN profile. Of course you still can open a direct connection to your ENA? is possible. To
use the Relay server, activate it in the configuration and select “use Relay server” when export-
ing the VPN profile. Your ENA? requires Internet access. The connection to the Relay server is
opened to

ena.enertex.de:2301 TCP

You can use the Relay server free of charge. Every ENA? has a data volume limit of 5 GB per
month.

To simplify remote access for your domestic internet connection you can use the free DynDNS
service of the ENA2 No further configuration or registration is needed. Simply select your de-
sired address and leave the rest to your ENA?.

This service provides a fixed address for your connection. Most internet provider assign different
IP address when opening the connection. The ENA? periodically sends its current IP address to
the Enertex DynDNS service.

Please note: This is no remote access to any local device but only a symbolic name for your IP
address. If you want to make other devices available for direct remote access, open respective
ports in your internet router.

Only open ports to appropriately protected devices. Use a VPN connection where possi-
ble instead of exposing hosts directly by port forwarding.

The DnyDNS address is also used for your VPN connections if using the Relay server is dis-
abled.

Open the protocol of your ENA? to verify that your local IP address is synchronized with your
hosthame:

hostname meinedomain.ddns.enertex.de refreshed on 2021-11-23T09:20:43.175Z to
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1.2.3.4, 1000:1:2:3:4:5:6:7, interval: 3600 s

KNX

Integrated Interface

The ENA? has an integrated KNX interface for Bus access and an additional KNX IP tunnel for
the ETS. The ETS automatically lists the interface if the computer is in the same subnetwork
(Home network or “Protected Network”) if access is permitted in firewall configuration.

The integrated interface is also available if a bus interface is selected for bus access of the
ENAZ.

Individual Addresses

The individual address of your ENA? (device address) and the KNX IP tunnel addresses can be
changed according to your KNX installation. If the ENA? is installed in line 1.1, select addresses
of the same line, e.g.,

+ Device address 1.1.250
«  ENAZ?tunnel 1.1.251
« ETS tunnel 1.1.252
The ETS will show a natification if the addresses are set to a different line.
KNX connection via VPN

The KNX tunnel interface is available from every firewall zone, if enabled in the firewall rules. To
use the KNX tunnel via VPN, you have to manually add the device in ETS because the Multicast
search requests are not forwarded. Use one of the following addresses:

» 10.23.1.1 when using the Relay server, or OpenVPN with port forwarding over TCP
« 10.23.1.2 when using OpenVPN with port forwarding over UDP

»  ENAZIP in Home Network (LAN1)

«  ENAZIP in “Protected Network” (LAN2)

ETS5™ - m] *
7]

Ubersicht Bus Kataloge Einstellungen K X
= e g Aktuelle Schnittstelle 2L P Tunneling
<Keine Schnittstelle ausgewahlt> Name

Schnittstellen
Enertex ENA® Tunnel Interf.

Optionen 4 KC)DﬁgU"‘le"_e Schnittstellen = Hinzufigen + mportiersn * Exportieren
Host Physikalische Adresse
= Emms 4 Gefundene Schnittstellen 15.15.10
Gruppenmonitor el 15151 Enertex EibPC” Tunnel Interf. 192.168.1.210:3671 00:50:C279:3E:14 IP-Adresse
Busmonitor b 1515 Enertex EibPC? Tunnel Interf. 192.168.1.20:3671 70.B3.05:0C81:41 LRI
, b 151510 Enertex ENA® Tunnel Interf 192 1681103-3671 TOEFDSDOACOT Fort
— Diagnose
3671
MAC Adresse

Gerat entladen
Geréteinfo 70:B3:05:DC:8C:99
— Physikalische Adressen
Programmiermodus

Uberpriifung der physikalisc...

Linien-Scan

Ok Auswahlen

ETS Version ETS 576 (Build 1398) Lizenz Demo Apps O akti

< >
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Control with KNX telegrams
The VPN server and selected user can be controlled using KNX telegrams. Enter the group
addresses in KNX configuration. You do not need to import an ETS project first.
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VPN Connection

To open a VPN connection you need to export a VPN profile first. The profile contains all con-
nection information (address, settings) as well as encryption keys. If the encryption parameters
are invalid, e.g., because of a new certificate chain, the server ignores the request instead of re-
jecting it to increase security, so you do not get a specific error message but a timeout.

If the encryption is correct, the connection is terminated by the server if the respective user is
not enabled.

Log in on the ENA? website using the user credentials. Select “VPN profile” in the user area. You
can change profile-specific settings and export the profile. The settings only change the ex-
ported profile.

You need to provide a password on export. This is especially important when the profile is sent
via e-mail, because the profile contains all encryption parameters for remote access but e-mails
are not encrypted themselves.

Delete the exported profile after import to reduce the risk of losing it.
A description how to import the profile can be found on the VPN profile — website, so every user
is able to export and import his profile.

Windows, Linux, Android, macOS

Export profile for OpenVPN Connect
Download OpenVPN Connect:

«  Windows 10, Windows 11: https://www.enertex.de/ena-openvpnclient-win

«  Android: https://www.enertex.de/ena-openvpnclient-android

« Linux: https://www.enertex.de/ena-openvpnclient-linux

«  macOS: https://www.enertex.de/ena-openvpnclient-osx
Open OpenVPN Connect

Import profile

Enter the password used on export. You can rename the profile.

OpenVPN Connect — X | OpenVPN Connect — X | OpenVPN Connect - %
— Import Profile T | < Imported Profile — Profiles 1=l

URL Profile Name

DISCONNECTED
13948a00-2822-11ec-b279-2df45bc88217.ena.

Drag and drop to upload .OVPN profile.

Server Hostname (locked) L_NAQ direct
You can import at atime.

13948a00-2822-11ec-b279-2df45bc88217.ena.

Save Private Key Password ENAZ Relay

Private Key Password
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OpenVPN-GUI

If you experience problems opening a connection on Windows, try the Open Source client Open-
VPN-GUI.

https://www.enertex.de/ena-openvpngui-win

Download the most recent (non-beta) version of OpenVPN. Either use Windows 64-bit MST
installer Or Windows 32-bit MSI installer.

Select “Customize”.
|48 Setup OpenVPN 2.5.8-1604

Choose setup type. t

% Install Now

| Customize

OpenVPN Service is not required.

#7 Setup OpenVPN 2.5.8-1604 P

Custom Installation r

Click on the icans in the tree below to change the features to be installed:

- =3 =| OpenVPN ~
. 5 3~] OpenVPN GUI

LI OpenVPN Service

gl Documentation

QI Configuration Samples

A =t el Dirivears

This feature requires 1KB on your hard drive.

Folder  C:\Program Files\OpenVPNY Browse

Reset Disk Usage & Install Now
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You see a notification on first start that no profiles can be found.

Keine lesbaren Konfigurations-Profile (Konfigurationsdateien)
gefunden.

Benutzen Sie das "Datei importieren...” Mend oder kopieren Sie lhre
Konfigurationsdateien nach "C:\Users\franzlokalhOpenVPN'\config”
oder "C:\Program Files\OpenWPN\config\".

0K

Right-click on the new Icon in the system tray and import your VPN profile.

Datei importieren... Import
Import from Access Server... Einstellungen...

Import from URL... Beenden = ) 14:45

16.01.2023 I:l

Select “Connect” to open a VPN connection.

Export Mobileconfig for iOS
Download OpenVPN Connect for iOS:

iPhone iOS: https://www.enertex.de/ena-openvpnclient-ios

Open the file .mobileconfig
Open Settings — General > Profiles and import the certificate
Open the profile and install it

OpenVPN Connect now shows the profile

w!! Drillisch & 14:34 < 95 % @) . = 12:03 100 % @) .y = 12:03 100 % (@)
< ENA? VPN-Profil . /< Einstellungen  Allgemein < Aligemein Profile
Hintergrundaktualisierung

im Anhang befindet sich Ihr ENA*>-VPN- KONFIGURATIONSPROFILE

Profil.

Das Profil ist mit dem Passwort . @ Enertex ENA? SN 00-A6-29-00-...

verschlisselt, das Sie eingegeben haben, Datum & Uhrzeit

oder das Sie von lhrem Administrator Tastatar

erhalten haben (nicht lhrem Enertex ENA2 Root CA

Benutzerpasswort!). Schriften

Profil geladen
Anv g m Sprache & Region

Uberpriife das Profil in den 5
Ger Einstellungen, wenn du es installieren A

Kon mochtest. en Lexikon
Adn

SchlieBen H
= VPN Nicht verbunden
ENA?
Seriennummer: 00-A6-29-00-00-01 Profile 2

Firmware Version: 1.001
Zeit: 5.11.2021, 14:34:04 H

Getartet: 4.11.2021, 19:10:13 Rechtl. & Reg. Hinweise

o |
: Zurlicksetzen
] B &

N

Avimmnhalban
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“ = 12:02 100 % @ o = 12:03 100 % (@

Abbrechen Passwort < Profile Profil installiert Fertig Profiles

PASSWORT FUR DAS ZERTIFIKAT VPN On Demand N

,BFF075E0-3E22-11EC-BCE6-3D7B76887ED1.P12"
EINGEBEN Enertex ENA? SN 00-A6-29-00-...

\/ ENA?

Signiert von bff075e0-3e22-11ec-bce6-3d7b76887ed1

Erforderlich fiir Profil ,Enertex ENA? SN 00- Uberpriift v/
A6-29-00-00-01 (relay)”

Beschreibung Enertex ENA2 OpenVPN
via relay
ondemand
manual disconnect
no redirect internet traffic

Enthalt VPN-Einstellungen
Zertifikat

Mehr Details

The ENA? records all telegrams either received on its integrated interface or the configured tun-
nel interface an internal database. Raw telegrams can be exported to be used in ETS.

If an ETS project is imported, telegrams are decoded and values are stored in the database. You
Open the device website to show telegrams from the database. You can visualize values in a
time-value chart.

The telegramlog provides predefined queries for analysis, e.g., to see all read requests without
response telegram.

Enertex® Bayern GmbH — Ebermannst&dter Strae 8 - 91301 Forchheim - Deutschland - mail@enertex.de



1170-HB_ENA2_EN-3.0dt, 2024-01-18 Page 21 of 34

Certificates

Certificates are an integral part of internet security, mainly used for identification.

A certificate is similar to a passport. The authenticity depends on two assumptions:
1. You trust in the issuer to correctly validate the identity of the passport owner
2. You recognize that a passport is valid or has been copied

The photo helps to validate that the passport has been issued to your counterpart and not his
neighbor.

In digital certification the “Certificate Authority” (CA) replaces the issuing administration. A CA is
a company which guarantees to issue certificates only after having validated the identity. If the
certificate is used by a server, the CA validates the internet address of the server (domain, host-
name). If it is correct, the address is stored in the certificate (Subject), being the counterpart of
the photo.

The CA signs the certificate as proof of correctness and its name is also stored in the server cer-
tificate.

If a client opens the website using https, the server presents its certificate. The browser com-
pares the address of the website to the address stored in the certificate. If they match, the
browser checks the signer of the server certificate. The certificate used to sign the server certifi-
cate may also be signed by another certificate, so this certificate is checked again. This check is
performed recursively until a valid CA certificate is found. This is called certificate chain.

In contrast to a physical passport, data can be copied without being able to detect it. Anyone
could intercept your request to the server, and present a copy of the server certificate instead.
To detect this, every (public) certificate has a private key which must only be known by the
owner. Even the signing CA does not know the private key. Only the owner of the private key
can prove that the presented certificate is his own. An attacker can present a copy of the public
certificate but your browser does not trust him anyway because of the invalid private key.

Every browser and operating system manage a list of trusted CS certificates.
ENA? Certificate Chain

The ENA? has no public domain, so a regular CA does not issue a certificate. Instead, the ENA2?
uses self-generated certificates. Every ENA? creates a unique certificate authority and separate
certificates for user and services.

The services (VPN, Web) use the certificates to allow the client to validate the identity of the de-
vice. Every user in turn uses his certificate to be identified by the service of the ENA2

If the user adds the CA certificate to the list of trusted CAs, every certificate issued by the device
is trustworthy. It is not required to import every single service certificate.

If the root certificate of the CA is changed, all issued certificates become invalid. It is typically not
required to regenerate the CA and it is done automatically on factory reset.

Import Root Certificate

Import the Root Certificate of the ENA? on any client device. The browser trusts the connection
and the connection is secure. It is not required to import the server certificate once it is changed,
e.g., because you changed the DynDNS address. This is only required after factory reset or if
you manually generated a new certificate chain.

It depends on browser and operating system how to import the root certificate.

First download the root certificate to the respective device. You find a link to certificate on the lo-
gin website of your ENA2 The ENA? must be initialized, i.e., the first-start wizard must be com-
pleted.

Enertex® Bayern GmbH — Ebermannst&dter Strae 8 - 91301 Forchheim - Deutschland - mail@enertex.de



1170-HB_ENA2_EN-3.0dt, 2024-01-18

Page 22 of 34

&

@ Datenschutzfehler x

+

C A Nichtsicher | &

an Zertifikat *

Allgemein  Details  Zertifizierungspfad

@a Zertifikatsinformationen

Dieses Zertifikat kann nicht bis zu einer
Zertifizier lle verifiziert f

Dies ist keine si

Hacker kénnten versuch @rter, Nachrichten

oder Kreditkartendaten. Ausgestellt fiir:  htips

NET:ERR_CERT_AUTHORITY_ Ausgestellt von: Enertex ENAZ Root CA

Giiltig ab 11.11.2021 bis 30.10.2070

Ausstellererklarung

&

Erweitert Zuriick zu sicherer Website
. v = O *
@ ENA®: Anmelden X +

D ena-root-cert.pem ~

C A Nicht sicher | kips//192.168.177.1/frontend/de/login

Zertifikat importieren  Zeigt |hr Webbro
Falls Sie eine Sicherheitswarnung von lhrem Web-Browser erhalten,
dass das Zertifikat ungiiltig ist, Klicken Sie auf das Zertifikatssymbaol in
der Adressleiste um den Common Name (CN) des Zertifikats
anzuzeigen.

Falls der CN "ENAZ Fallback Certificate" ist, dann ist Inre ENA? noch
nicht initialisiert. Starten Sie den Einrichtungsassistenten.

Laden Sie das Wurzelzertifikat herunter und importieren Sie dieses im
Zertifikatsspeicher Ihres Web-Browsers oder des Betriebssystems.
SchlieRen Sie anschlieend diese Seite und 6nnen Sie sie emneut.
Aktualisieren reicht meist nicht aus.

Falls Sie weiterhin eine Warmung erhalten, greifen Sie auf eine Adresse
zu, die nicht im Zertifikat enthalten ist. Bitten Sie Ihren Administrator, die
Adresse zur Liste der zusatzlichen Hostnames hinzuzufligen

Zertifikat herunterladen

Alle anzeigen x

Windows 10
Google Chrome 95.0

Open the browser settings and enter Certificate into the search bar. Open Privacy and security
— Security — Advanced — Manage certificates.

Open the tab Trusted Root Certification Authorities and import the root certificate. Close the
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browser window and open the ENA? website again. The certificate is now accepted.

@ ENA? : Anmelden x

£ Einstellungen — Sicherheit x

+

,v, _ 0

Cc @& Chrome | chrome://settings/sq Zertifikate

Beabsichtigter Zweck:

<Alle>

*

£

Zwischenzertifizierungsstellen  Vertrauenswirdige Stammzertifizierungsstellen  vertrauens * | *

Immer sichere Verbindungen verwend
Aufrufe von Websites auf HTTPS umnsi Ausgestellt fir Ausgestellt von Ablaufda Anzeigename 2
Protokoll nicht unterstiitzen ES A, ficats ... AAA Certificate Services go (AAA)
@AddTrust External ... AddTrust External CA... Sectigo (AddTrust)
@Balﬁmore CyberTru... Baltmore CyberTrust... 13.05.2025 DigiCert Baltimor...
Sicheres DNS verwenden Sl certum ca Certum CA 11.06,2027 Certum
Legt fest, wie Websites Uber eine sichg [Slcertum Trusted Ne...  Certum Trusted Netw... 31.12.2029  Certum Trusted ...
@CIass 3 Public Prima... Class 3 Public Primary ... 02.08.2028 VeriSign Class 3 ...
@ Mit lhrem aktuellen Diend @COMODO RSA Cert... COMODORSA Certific... 19.01.2038 Sectigo (formerl...
N . - C ight (c) 1997 ... C ight () 1997 Mi... 31.12,1398 Mi ft Timest...
Sicheres DNS ist moglich & _"Fw'g © _"Fw'g @ ' _'c_mso mes
@DlglCert Assured ID... DigiCert Assured IDR... 10.11,2031 DigiCert v
O Mit  Benutzerdefiniert
Importieren. .. Exportieren... Entfernen Erweitert
Benutzerdefinierter Beabsichtigte Zwecke des Zertifikats
Clientauthentifizierung, Codesignatur, Verschliisselndes Dateisystem, Sichere
E-Mail, IP-Sicherheitstunnelabschluss, IP-Sicherheitsbenutzer, e
- Serverauthentifizierung, Zeitstempel
Zertifikate verwalten o Pe
HTTPS/SSL-Zertifikate und -Einstellun

Erweitertes Sicherheitsprogramm von Google
Schiitzt private Google-Konten jeglicher Nutzer vor gezielten Angriffen
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ot

e Tertifikatimport-Assistent

Zu importierende Datei
Geben Sie die Datei an, die importiert werden sall,

Dateiname:

it zna-root-cert.pem Durchsuchen, ..

Hinweis: Mehrere Zertifikate kéinnen in einer Datei in folgenden Formaten gespeichert
werden:

Privater Informationsaustausch - PKCS #£12 ((PFX,.P12)
Syntaxstandard kryptografischer Meldungen - "PKCS #7"-Zertifikate ((P7E)
Microsoft Serieller Zertifikatspeicher ((55T)

Weiter Abbrechen
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& b¥ Fertifikatimport-Assistent
Zertifikatspeicher
Zertifikatspeicher sind Systembereiche, in denen Zertifkate gespeichert werden.
Windows kann automatisch einen Zertifikatspeicher auswahlen, oder Sie kinnen einen
Speicherort fur die Zertifikate angeben,
() Zertifikatspeicher automatisch auswahlen {auf dem Zertifikattyp basierend)
(®) alle Zertifikate in folgendem Speicher speichern
Zertifikatspeicher:
| Vertrauenswirdige Stammzertifizierungsstellen Durchsuchen. ..
Weiter Abbrechen
ertifikate K = O s
3
Beabsichtigter Zweck: | <Alle= | g | Zertifikat X
Zwischenzertifizierungsstellen  Vertrauenswirdige Stammzertifizierungsstellen \.-'erh'auens[ :
Allgemein  Details  Zertifizierungspfad
Ausgestellt fir Ausgestellt von Ablaufda...  Anzeigename
@Enerb&x EMAZ Root... Enertex ENAZRoot CA 11,12,2021 <Keine> g Zertifikatsinformationen
[SlEntrust Root Certifi... Entrust Root Certifica...  27.11.2026 Entrust
_EJEnh'ust Root Certifi... Entrust Root Certifica... 07.12.2030 Entrust.net Dieses Zertifikat ist fiir folgende Zwecke beabsichtigt:
_aJGeoTrust Global CA  GeoTrust Global CA 21.05.2022 GeoTrust Global CA + Alle ausgegebenen Richtlinien
Slairaca Gira CA 04.02.2066 Gira raot certific... * Alle Anwendungsrichtiinien
_aJGlobaISign GlobalSign 18.03.2029 GlobalSign Root ...
_EJGIobaISign GlobalSign 15.12.2021 Google Trust Ser...
_ﬁJGlobaISign Root CA GlobalSign Root CA 28.01.2028 GlobalSign Root ...
_EJGD Daddy Class 2 C... GoDaddy Class 2 Cer... 29.06.2034 Go Daddy Class ...

Ausgestellt fiir: Enertex EMA2 Root CA

Importieren... Exportieren... Entfernen Erweiter
Beabsichtigte Zwecke des Zertifikats Ausgestellt von: Enertex EMA2 Root CA
<Alle=
e Giltigab 11.11.2021 bis 11.12.2021
Schiiefey

Ausstellererklérung
HTTPS/SSL-Zertifikate und -Einstellungen verwalten

Erweitertes Sicherheitsprogramm von Google
Schiitzt private Google-Konten jeglicher Nutzer vor gezielten
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Q@ ENA®: Anmelden x +

& C & 192.168.177.1/frontend/de/login o B &

n  Zertifikat

Allgemein Details Zertifizierungspfad

Zertifizierungspfad
Enertex ENAZ Root CA
] hiins
Zertifikat anzeigen
Zertifizierungsstatus:
Dieses Zertifikat ist gultig.
Ge
Ger
Seri

.

Firmwareversion: 1.000

Firefox 94.0.1

The process is similar to Google Chrome. Add the certificate to the list of certificate authorities.
Close and open the ENA? website after import.

A Warnung: Magliches Sicherheit % | + = m| e

« (&} Gh Nicht sicher  https://192.168.1.103 g

Warnung: Mégliches Sicherheitsrisiko erkannt

Firefox hat ein mogliches Sicherheitsrisiko erkannt und 192.168.1.103 nicht geladen. Falls Sie die Website besuchen,
kdnnten Angreifer versuchen, Passwdrter, E-Mails oder Kreditkartendaten zu stehlen.

Was kdnnen Sie dagegen tun?

Am wahrscheinlichsten wird das Problem durch die Website verursacht und Sie konnen nichts dagegen tun.

Falls Sie sich in einem Firmennetzwerk befinden oder Antivirus-Software einsetzen, so kénnen Sie jeweils deren IT-
Support kontaktieren, Das Benachrichtigen des Website-Administrators Uber das Problem ist eine weitere Moglichkeit.

Weitere Informationen...

Zuriick (empfohlen) Erweitert...
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A Warnung: Mégliches Sicherhe: x| 83 Einstellungen X + - O >
« (&} @ Firefox  aboutipreferences#searchResults bk =
[ © zertifikate 0]
€83 Allgemein Suchergebnisse
@ Startseite Zertifikate
zertifikate
Q such Aktuelle Gultigkeit von Zertifikaten durch Anfrage bei OCSP- Zertifikate anzeigen...
uche =
Server bestatigen lassen
EJ Datenschutz & Kryptographie-Module...
Sicherheit
O Synchronisation
i] Erweiterungen & Themes
@ Hilfe fur Firefox
A Warnung: Magliches Sicherhei % 183 Finstellungen X+ = O b
« @] @ Firefox  aboutpreferences#searchResults ﬁ & =

Zertifikatverwaltung

Ihre Zertifikate Authentifizierungs-Entscheidungen Personen Zertifizierungsstellen

Sie haben Zertifikate gespeichert, die diese Zertifizierungsstellen identifizieren:

. Zertifikatsname \ Kryptographie-Modul
~ AC Camerfirma S.A
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token
~ AC Camerfirma SA CIF A32743287

Camerfirma Chambers of Commerce Root Builtin Object Token

Camerfirma Global Chambersign Root Builtin Gbject Token

Ansehen... Vertrauen bearbeiten... Importieren... Exportieren... Ldschen oder Vertrauen entziehen...
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A Warnung: Magliches Sicherheit X | 8 Einstellungen X | +

« @] @ Firefox  about:preferences#searchResults ﬂ?

Zertifikatverwaltung

Herunterladen des Zertifikats
\hre Zertifikate Sie wurden gebeten, einer neuen Zertifizierungsstelle (CA) zu vertrauen.

. - Soll "Enertex ENA2 Root CA" fur die folgenden Zwecke vertraut werden?
Sie haben Zerlrllkai

Dieser CA vertrauen, um Websites zu identifizieren.

Zertifikatsname | [ piecer CA vertrauen, um E-Mail-Nutzer zu identifizieren,

~ AC Camerfirma

Bever Sie dieser CA fir jeglichen Zweck vertrauen, sollten Sie das Zertifikat sowie seine Richtlinien

Chambers of ;g prozeduren (wenn varhanden) uberpriifen.

Global Cham

CA-Zertifikat Gberprifen
~ AC Camerfirma g

Camerfirma GIODal CNAMDErsIgn Koot BUIIMT ODJECT TOREM

Ansehen... Vertrauen bearbeiten... Importieren... Exportieren... L8schen oder Vertrauen entziehen...

@D ENA®: Anmelden % | 83 Einstellungen X | +

& C @ Firefox  aboutpreferences#searchResults s

Zertifikatverwaltung

Ihre Zertifikate Authentifizierungs-Entscheidungen Personen Server Zertifizierungsstellen

Sie haben Zertifikate gespeichert, die diese Zertifizierungsstellen identifizieren:

Zertifikatsname ‘ Kryptographie-hModul
emsign Root CA - G1 Builtin Object Token

emSign ECC Root CA - G3 Builtin Object Token

Enertex ENAZ2 Root CA das Software-Sicherheitsmodul

~ Entrust, Inc.

Entrust Root Certification Authority Builtin Object Token

Ansehen... Vertrauen bearbeiten... Importieren... Exportieren... Loschen oder Vertrauen entziehen...
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@ enAt: Anmelden ®x | 83 Einstellungen X+ = O ®

&« (&} QO B nhttps://192.168.1.103/frontend/de/login g

dWEII
Willkommen auf lhrer ENA2!

%zzh

Bitte anmelden.

Gerateinfo

Gerdtename: ENA?

Seriennummer: 00-A6-23-00-00-13
Gerat gestartet: 15.11.2021, 17:09:46
Firmwareversion: 1.000

Firmware gestartet: 15.11.2021, 17:10:43
Aktuelle Geratezeit: 16.11.2021, 14:55:19

Android 8
Google Chrome 95.0

The exact menu structure depends on Android version and device vendor but should be very
similar.

Open the Settings — Security — Install from storage.

Install the downloaded root certificate. The certificate can now be found in the list of trusted CAs.

2O il 1720 3 © “d il 17:20 2O m17:21

& zertifi X @ & Verschliisselung & Anmelde...

Zertifikate installieren Verschliisselung
WLAN-Einstellungen
Smartphone verschlisseln
Verschliisselt
Anmeldedaten |6schen

Alle Zertifikate entf i
e Zertifikate entfernen Zertifikat benennen

Sicherheit & Standort > Verschliisselung & Anmeldedatenspeicher
Anmeldedaten -
Zertifikatname:
Speichertyp
Kabellose Ubertragung Hardware-gestiitzt ENA
Optionen zur Zertifizierung fiir kabellose U..
System > Entwickleroptionen Vertrauenswiirdige Anmeldedaten Verwendung der Anmeldedaten:
Vertrauenswiirdige CA-Zertifikate ansehen VPN und Apps =
Von Speicher installieren Das Paket enthélt Folgendes:
Zertifikate von Speicher installieren Nutzeranmeldedaten ein CA-Zertifikat
Sicherheit & Standort > Verschliisselung & Gespeicherte Anmeldedaten abrufen und
Anmeldedaten andern

ABBRECHEN OK

Von Speicher installieren
Zertifikate von Speicher installieren

Anmeldedaten I6schen
Alle Zertifikate entfernen
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3 Q%

< Vertrauenswiirdige Anmeld...

SYSTEM NUTZER

Enertex Bayern GmbH
Enertex ENA2 Root CA

u17:21

3 Q@ ‘Y m17:21

Sicherheitszertifikat
Enertex ENA2 Root CA

Ausgestellt fiir:

Allgemeiner Name:
Enertex ENA2 Root CA

Organisation:
Enertex Bayern GmbH

Organisationseinheit:
Enertex ENA2 00-A6-29-00-00-01

Seriennummer:
3B:59:4A:BF:2B:21:56:E7:F1:F7:54:0A:
73:5F:DF:9C:04:5E:42:01

Ausgestellt von:

Allgemeiner Name:
Enertex ENA2 Root CA

Organisation:
Enertex Bayern GmbH

Organisationseinheit:

Enertex ENA2 00-A6-29-00-00-01
Giiltigkeit:

Ausgegeben am:

11.11.2021

ENTFERNEN OK

Firefox does not use the operating system certificate storage. This function has to be enabled
first and is only available in Firefox Beta.

First import the root certificate as for Google Chrome 95.0.

Install Firefox Beta and navigate to “about:config”. Search for “enterprise_roots” and set the

value to true.

Close the ENA? website and open it again. The certificate is now valid.

r

>

Sichere Verbindung
fehlgeschlagen

« Dies konnte ein Problem mit der
Konfiguration des Servers sein oder
jemand, der vorgibt, der Server zu sein.

« Falls Sie friiher bereits erfolgreich eine
Verbindung zu dem Server aufgebaut
haben, konnte dies ein voriibergehender
Fehler sein. Versuchen Sie es in diesem
Fall spater noch einmal.

Erneut versuchen

Erweitert...
@ & 192168.1.103 (@
N @ O

%294 H1058

Q9.4 W1057

Q494 H1050

Q_ about:config 4 Q Enterpr 'x)
about:config W security.enterprise_roots.enabled
about:config
true Zuriicksetzen

&4 Scannen Q Suchmaschine

G about:config 9 o
> config confidential confirm ¢

q1 WZ e3 r4 ti z6 u7 iR 09 pO
asdf gh j kI
& vy xcvbnm<

/ © . @ & about:config

2123
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3 Q9.4 W05

Willkommen auf Ihrer ENA2!

Bitte anmelden.

Gerateinfo

Geratename: ENA?

Seriennummer: 00-A6-29-00-00-13
Gerat gestartet: 17.11.2021, 13:17:26
Firmwareversion: 1.000

Firmware gestartet: 18.11.2021, 10:13:04
Aktuelle Geratezeit: 18.11.2021, 10:51:01

@® & 192.168.1.103/frontend/de

@ O

If the certificate is not accepted after import of the root certificate, verify that the server certificate
is not the fallback certificate.

Open the certificate from the navigation bar and check that the subject is “https”. If not, the cer-
tificate chain is not initialized correctly or the device did not perform a restart after initialization.

If the certificate is correct check the list of addresses stored in the certificate. The address used
to open the website must be included. The list is generated as follows:

Network mode “Switch”:
- Static IP address if configured

- IP address received from DHCP at the time the device has been initialized. If the ad-
dress changes, manually issue to regenerate the server certificates. Alternatively try one
of the DNS names listed.

Network mode “Firewall”:
- Static IP address if configured

« If the DHCP server of the ENAZ? is enabled to manage the “Protected Network” you can
use ena?2.protected within the “Protected Network”.
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n  Zertifikat *

Allgemein  Details  Zertifizierungspfad

Anzeigen: <Alle= ~

Feld Wert K
@Basiseinschrénkungen Typ des Antragstellers=|
@Erweih&rt& Schiisselverwendung Serverauthentifizierung
Schltlsselkennung des Antragstellers ff26820e105505e3a46d!
@Sh&llensﬁlﬂsselk&nnung Schliissel-1D=f7197debf

5| Alternativer Antragstellername DMNS-Mame=ena2, DMNS
QSchltlsselverwendung Digitale Signatur, Schliis:
[l Finnerahdn h24a-1rFr i1 9dasfads ¥
£ >

DNS-Name=enal

DNS-Mame=enaZ.local

DNS-ame=enaZ. protected

IP-Adresse=192,168.1.103

IP-Adresse=2003:000a: 1346:b800: 72b3:d 5f: fedc:8c99
IP-Adresse=fde2:8acd:e9d3:0000: 72b3:d5ff: fedc:8c99
IP-Adresse=fe80:0000:0000:0000: 72b3:d5ff: fedc:8c89
IP-Adresse=192,168.177.1

Eigenschaften bearbeiten. .. In Datei kopieren. ..

SSL Errors

If Firefox denies to open the configuration website after the first-start wizard completed with the
error SEC_ERROR REUSED ISSUER AND SERTIAL, navigate to about :support and open the Profile
directory. Close all browser windows and delete the files cert9.db and key4.db in the profile direc-

tory.

Device certificate

Every device is produced with a unique device certificate, sent to the DDNS service and relay
server for authentication. You do not need to change or refresh the device.
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Factory reset

If you cannot reach your ENA? or if the owner- and administrator passwords are lost, you can re-
set the device ti factory defaults. All configuration is removed, the network mode is set back to
“Switch mode” and the DHCP client is enabled. All telegrams and protocol entries are removed.

To issue a factory reset, the device must be in ready state, i.e., the power LED (5) flashes and
the display is on. Press and hold the display button (10) for 5 seconds.

You see “Hold for reset” on the display. Release the button (10) to cancel the factory reset.
Hold the button for another 5 seconds until you read “Factory reset” on the display.

The device reset is performed and automatically restarted.
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Technical data

KNX (power supply)

Voltage: 27...30 V DC
Current consumption < 110 mA at 29 V bus voltage.

Ethernet interface

2x RJ45 interface for 10M/100MBit Ethernet

Control and display elements

OLED Display

LEDs:

Power (green)

Info (yellow),

Alarm (red),

Push buttons: F1, F2, Display

Casing

DIN rail housing for 35 mm mounting rails
width: 4 SU

Dimensions:
71,5 mm x 89,6 mm x 62,9 mm (L x B x H)

Flammability class:
UL94-VO0 (casing)
UL94-V2 (lid)

Additional

For indoor use only
For operation in the control cabinet only

Highest ambient temperature ta = 45 °C
Lowest ambient temperature ta min = -5 °C

Protection class Il
Protection class: IP20

Audits:

Safety: IEC 63044-3

EMV: Certified

IEC 63044-5-2 (Living area),
IEC 63044-5-3 (Industrial area),

Vicinity: Certificated DIN EN 50491-2
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